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HERRLYTE

AIGE TN R ER bash(l) shell ai LB FRIBZE A URERES.

# command-in-root-account
$ command-in-user-account

XL shell IRRFFX S TAERANKS,, RTEEME, EAFMREP shell RRFEXMIMELERIZRESD “PS1="\$""
M “ps2=' ', REERMRERMZRAMEML shell RRFRETEETE,

FrIEMaS RAERIZITERIEIESIME LANG=en_US.UTF8" N, BAEHALE #s S RGIH1& command-in-root -accou
# command-in-user-account XM G UNSWENFE, XAME R TREFMEEF RS EH.

- =r
EE

S 07E bash(l) PWIMBLTE “$PS1” 1 “$PS2” HUMRER,

ERZREERANITHRIE, FRFTETHER, W “7E shell PRABSFHHRG, BA Enter 1,7

LR HEMUERERBE - RIEEE, GERZRRAEEMHEL, XEIBESEIRIEFEIT"a” ] the”, E
MBI B S — M RENEEFRINEE, ERVENNEGSERNEREAT 0", BEAFRIESIEERE
RAR, XENEREIMABREN TIEXEHEERRIJENERE, XERIEEETEFSHINEEANZRAT
FEAEN.

=z
B

IR EEEANHOBUT AL, RELEXFEANSFRE,

EXAEGERS| AVER< R BB NG| SEERMITEMW FARH#ITIRG, #Mfk aptitude safe-upgrade”,
EXARESERS| AR B E AR ARG | SIEEROITENN FHEITIRE, #& deb-src”,

HONBTHRNEESAOERASTR (7)), HITFNFRHTIRE, & bash(), B IBREIEIEETE
AT RS RFFEL,

$ man 1 bash
manpage 27| FHFAHREEES P 2R manpage IETS, ¥ sources. list(5), EINIRETEAU T HL KR
EVEH: IS

$ man 5 sources. list

info page TL2 NG| S Z [EMFTEN FEHRKINE, 80 info make, BIVMFREITEAUTHEGRSRIFENENEER,
$ info make

X EHNE | SERRMITENN FHRHITIRG, #IBR”/etc/passwd”, SWFEEXME, RAILABATIIMES KK
HEeENES.

$ sensible-pager "/etc/passwd”

B R BEHANE| SIER R TEIN FARHITIFE, &K /etc/apt”, RAIUBATIMGESRKAEERHIAR,
$ mc "/etc/apt/”

REBRBIFFBRITEMNFAEEITIRG, & vim, RETEA T IR &< RIKEER

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim

ok

=
1Cho
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— NP REBIE B RIERENME, XFRIFHNG | SEERMFITENN FARHITIRG, Fi&R”/usr/share/doc/base
#0” /usr/share/doc/base-passwd/users-and-groups.html”, 5@ ER) URL, #if& https://www.debian.org,
{REIABIT A T 5 a < R IF %34,

$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz” | sensible-pager
$ sensible-browser ”“/usr/share/doc/base-passwd/users-and-groups.html”
$ sensible-browser "https://www.debian.org”

MR T EFHNG | SEEROITEIN FERITING, FAHFE"$S” AR, MBESTERM”, {RE]MIA T &< RIKME
:OEETI=N

$ echo "$TERM”

popcon ;i1TE

popcon B AREMbEHEEENENRITE, ©H T EATE J 2021-08-14 17:04:37 UTC, B1& T #8id 183707 N
HHIERFEF 26 NEMIILER 196036 132,

JES =
HEE amd64 NMITE (unstable ) IREVIRHEER R EL S ZA1 63210 3R4HEL, popcon BIREIZFZIHRALT XK
H

BL “V:” FLRR “votes” B4 popcon FETHE A S “1000 * ( HEHEITIE PC EHIERY popcon 1£3Z ) / (A popcon
B,

A “L” FKRER “LRE 89 popcon FETEA NI “1000 * ( HEIZEE PC LHIBEHI popeon 183X )/ (B
popcon 232 ),

=

RITEEAELL popcon BIEAMMANBHNEEUNENEE, BIFSEAZTURMAITTEIE, 6li0, S5RTEF
LML RZRTEERE “/bin” MBS, EHMES “noatime” EIMLEF RAMAE, XHEMNRAGWAE
BT “iRE (vote )’ INEE,

R BRI

REBNXNBERERBTRHENENENEE, EET “apt-cache show” =X “aptitude show” &< (B
BITE amd64 ZEMEIARIRER ) IREM “TRRN, REMWKNENMR KiB ( Kibibyte= 7R 1024 Bytes FJEA] ),

3
BRNE—MNRENSTRERTRAME “FRE RNEL— M ENE, CEA%TRUXFNEENS, 2
RERMOE, ENDEETIRTENSE— 1,

=z
B

BRNEHERE"(Y) RI\Z MR BENZERERPRREFIE I ER TSR MERA PRI B R NRENR,

LE AR 1S Bug

WRIREMA Y EEMo)E, EfFER reportbug(l) [@ debian-reference MBS bug, I IRAER
RIBHMHRIY, BEA I -u” B8 bug REEM,
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— LN FERERREE

XBELENHFAFN—LREER:

- SR IREVEE
- RERFMHBBRNLZ2ER
* KISS (fR¥FERMB/MNIN)
- NEERAPIILEIRIT (overengineering )
- FiERR BB
- B—FHREEARREEN
* RTFM ([izFM5ES
- fEfo)io) @A, SEEEEN LR
- URZBWMEER root BIAHE, FEAEER root
- NEWRELITBERUBEEIRR A
« REWMAEARRERGS
c (ERESEEIZ SO A ) FEREEEHINER
» MRS ARATIEE S Z BI AR E X H root shell
- BREEFERABMNR (USB BHR. BHLES

— LW HERAENSS

M Debian BRI RREI—LEBE5IX, RAEIUSBNHERERS.

« “iIXR Unix, BAMEBMEBZRRBEIRES,  --- Miquel van Smoorenburg <miquels at cistron.nl>

« “Unix RAPRIFHY--ERUEFEREMBIR,” - Tollef Fog Heen <tollef at add.no>

HEEARNE"Unix §%” JIH T —LHBNES,
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Chapter 1

GNU/Linux 72

BIARZES]) — PN ENRSE, MEFESI—THIMNE, ERABENXEREENN, BMRYABCES], »THEER
RS, RIFMAR—EEAER,

Debian GNU/Linux & 38 KAVIRIT KRB UnixiZ2ER R, — N SHPSESHIRER S, FUINFEST X LEEH K
Unix #1 GNU/Linux BYAE{1HE,

AIELEEE Unix BIXH, AERZME T GNU/Linux X414, ZH#MKIFRTRIFSEANES,

xR
WRIREEFIZE Unix RAPERT—ENENGSITIR, R EfEETXMXEPFHRE, BFIEeHM
—NSCAL S 56 A0 ] B,

1.1 =HIaEM

1.1.1 shell R%

Bi&HzZE, WMRIFEBERR GUI (HIZIGNOME =#E KDE ), BAMSKBIFHERAE, RIRMFIUENRER
foo, MBAERRRTHIN TR,

MBRMEERET — GUIIME, IBAMREAREBA Cul-Alt-F3 #FABRTERNERIRRA, B{REEET Cl-Alt-F2 [0
B GUIMME (BESIFIBBESHRTXE 1.1.6 T )
foo login:

AERRTET, MAARAFSA, fU penguin, ARKEIER, ETREBAGHBZEBHERROER,

B
81 Unix 548, Debian 24 FHAFSMBREX/NEHEN, Ar2B8EH/)\SFBEAM. -1 AFPKSE
BETRPEHTUR, SMIIAP KSR root B A adduser(8) B,

RGLURIFIE”/etc/motd” FAIRE{EE ( Message Of The Day ) KA 18, ERER— N LRRT,
Debian GNU/Linux 11 foo tty1l
foo login: penguin

Password:
Linux foo 5.10.0-6-amd64 #1 SMP Debian 5.10.28-1 (2021-04-09) x86_64
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Thu May 13 08:47:13 JST 2021 on ttyl

foo:~$

WIE, {RFATE shell T, shell @EHT{RAVARS,

1.1.2 GUI T shell 127RFF
YNRIRIER L Debian FITIEH, BT —4 GUIINME, BAGERNRASBERARLERAE. HARNEPE
BRI A REIEEIUE IS, (EF Tab 88 (BMSE) ATUZERASMNZR 268, BolERRFTIERSE,

EEGUI( B RFRE ) MR T3R5 shell IRRFF, (R ANBEN— x LIRIRIIEEFER, F20 gnome-terminal(l),
rxvt(l) 3% xterm(l), 7£ GNOME REMET, {ReJURBRKE (Windows # ), EIEREREH A terminal” k3T
FFE&UR,

FHE-ESEEAL (9 fluxbox) THE, AIERLBHEMNABRBEAL, IREZMERL, A TehREFFEHE
ERRRERE,

1.1.3 root K/~
root T P th A VERB R AR PSS o, BN, (REESFBIT FEMNRAASIEIS,

- 1% SHMMERRZE LUEMSE, REREANRIXAEER
< REARG LEMXERIPMB SR

- REAYG LEMIESINA P RIER

- RAFPEEEFEMKS

FEBRAR I8 root Mk, BERFIEEM 51 REMNER.

==
B85

FRAREFEM AL root 5.

JED =

— AN (BIEEHIRE, W CD-ROM &, XLENY Debian LRI RE— X ) FINFR I BES S IE root
RPZEEERNLEE. BAEXMIBRAT, £ root IkFE—MHRIERTIE, BIERPIMRTTIENIZRIXHEHR
FRAAFEMMIEITEEMIRE (B0F 1.23 1),

1.1.4 root shell &£RF
XEBEE—EERNGETLALIRELRIA root Z 53K root A9 shell IR/RF.

s EEFRENERERT, BAroot FRAFRPBRER.
s EEEAFPH shell BRFTFHA “su -17,
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- BRAREFYFTAPHIMEIRE,

- EEEZEFHEPH shell BRFTEA “su”,
- XEREFYHEAPN—LEIMEIEE,
1.1.5 GUI R4EIETH

MRMGHNEREXPSEERAEINEEN GUI (AFAFRE) MBS EIETRE, ReTUELIRERIEE (Fl
gnome-terminal(l), rxvt(1) 3% xterm(l)) A root i shell I"RRF FEME, SME 1.1.4 THFE 7.8 1,

O

& O

EAEAERREER (FIE gdm3(1) ) MRERF FHEA root RER root WA B GUI BIR/AEERE

S BHE S D

i

AEAERKBEEN X Window FIBITAZEEMITIE GUI 12fF, ERERTRESEITIRE X FR,

1.1.6 EHUZHIE

7EEXIABY Debian REH, B 6 MNEItNHRAVZE VT100FFFIEFIE, PILABRIETE Linux 41 L5 shell, BRIEMRATF GUI
MET, BNREIURENZRTALE Alt #f F1—F6 z—HREENEGIGER, §—1NFFIEHEE8 R IFMIE
FEMk P HIRH S AFPIRE, XS APIMERF AR Unix B985, BES LR,

MRARLETF GUI MR, {REJBAEE Ctr1-Alt-F3 #AIEFHERIS 3, BMRENZETE Ctrl #, £ Alt #
M F3 #, fREILART Alt-F2 B3 GUIIME, E—MRIBITERMIEHIE 2,

R AERRSITIIHRE S — P ERIESIE, flantkIEs|E 3,
# chvt 3

1.1.7 EFRHAFSITRERM

FEmITHA Ctrl1-D, BNERHRTZM -Ctr1-#F0 d-8, BEDEIXMA shell ;&D), MRFELTFFFHEHIE, F5F
RIBREEERRRT. REXLEHFH “conrol D” AT AEFE, RHARFERIE shift-#, Ctr1-D BEJLAE
55 AD, BE, fREFTIAEA" exit” BHH ST,

MRAROLTFT x LImIRINEE (), REICAMERXNXA x LmRINEED.

1.1.8 EMXFZRSA

MBEFREMEMAIRIER A, Debian BT AFRIEFRIEEITHREUES 4R, FLERREZ S
AARMFEEIMRITE, BDFATFPIRIERGSARERERZ TR, WRRAEERESTA, 3B
LFRNMIRFZENIARRRIR, (B, FeIEFEERNIEZREERRLDH, )

TEESAFPEIRAT, TUERGSITRARS.

# shutdown -h now

ERAPENT, TUERGLITXARS,
# poweroff -i -f

B

M 6.3.8 T,



https://zh.wikipedia.org/wiki/VT100
https://zh.wikipedia.org/wiki/缓存
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1.1.9 ME—PEENEGS

YT —LBEME (BN “cat THEINMG") 5, FRAKNE, REIMEGSITHA “reset”, REJETIEER
R LEEIMFAANGS. RBEIBBA “clear” KiERF.,

1.1.10 EBHFRRIEMIMRGE

REETEF M EEIFMEN Debian RAR/NTEHEIRM T EHAR Unix IhEE, EBWNHFHFMS, FH apt-get(8) T
— LR TFF LRI SITH curses 3EE (190 me #1 vim ) KIBR— M ABHIEE,

# apt-get update

# apt-get install mc vim sudo

MRMFEZLZRTXEREE, BARSEMWREBREZR,

RER mITE K/ ] 1%ER
mc V:55, 1:234 1492 | XAEBRANEEXEEIESR
sudo V:597,1:809 | 4589 | ZAEEAFIETa8% root X PRAITERF

. i YRiEEs Vi FUCERR, — TR Gafs YmiEes (f
vim V102, 1404 | 3286 ,l;im)x NAYmEEEE Vi B , NEFR AN AR RiERE (ThE
vim-tiny Vi57,1:969 | 1574 }#iim)x XA Vi R, — kD e (451
emacs - nox V4, T:19 18364 | GNU IITE Y Emacs, &7 Lisp B9 B X ARiEEs
w3m V:25, 1:252 2367 | XABRKBIRHEMF R ES
gpm V:11, I:16 540 Unix KIBRIXAEFEEFREETE (STIPEE)

Table 1.1: HEIIXARAEFEIIR

BRI B REIE— EE thpEE3E,

LIRESD] MITE AN/ | HBEH

doc-debian 1:850 166 Debian INNE 345, (Debian & Iio] ) FIEEXE
debian-policy 1:29 4306 | Debian ZREEFAFNME XIS

developers- referell"l:(ée 1916 Debian & EIEE S 4HHIEE

debmake-doc L0 10989 | Debian P& FH

debian-history | Il 4285 | Debian NE[AE

debian-faq 1:846 817 Debian & Il [o] 21

Table 1.2: 3+ EUE B TR

RR] AR FEM &GS T RIXLEE,

# apt-get install package_name

1.1.11 ZNSNEFPKS

WMREAERIFECHNERF KA REIT FENGSRE, (RATUERTENANEE-NMESIRPKE, i,
SIB— AP RER fish HIKS,

# adduser fish



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
http://packages.qa.debian.org/e/emacs-nox.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
http://packages.qa.debian.org/d/debmake-doc.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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[B1Z R A o)l
XFLIB—NEH fish MFKS, ERGITME, RATUERTENG LSRRI MEFKSHENAFREE R,

# deluser --remove-home fish

1.1.12 sudo fi2E

SFHRBMBERAF T, PIEITEEICAEM LASEHE Debian R4, BEE R E sudo(8) RENIFHNAF
(BINAF penguin ) RFWARFZEMIE root ZRDFEERISEERNR,

# echo ”"penguin ALL=(ALL) ALL” >> /etc/sudoers

4, FIMER TGS EIRENAF (FISNAF penguin) THRZWHIKSEERNR,
# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

XERITRHREEN S AP TIFLP AR ME—RFER.

D e

EZRAPIHERAEZERUIHNZERFPKS, AAESSRERTFENRALT O,

Ty

VAV

@ £ LRl FH, AF penguin MZERLRIKSZHEH root IS 2B EHF 2 HIRIF,
EEMIBERLT, EEGNEREE FIRLEEIN TEGEITRABEEISMIA, KIZAZILFEHQAEITHRERE
BRIIEARRIZBIRAITER (IS FHAINPR ), FRIEMATIRIG TERATEXFRIEET],

==}

AT R RV EFSHREVIENR, RREZEREREREHRZIRIE, MAREL sudo(8) REHM root X
FR.

FEE HRBAKEAZMEE, sudo(8) FJMRF— M HERLE LNHEEAFPERNEENRMAHELE root Big, X
A AFBIMNESNEERMWENRITREER, RAINTHRIREMRT 4. 5—7H, Re]ENEEMARTXEN
PR,

1.1.13 #H3FEAF|g)

MEIRBEEEIFE Debian RELATLT, REMRERAIENAFPKSHASE XL,

XRZRE 7 Debian 4 (BIERRING R ) RIREIE SHIXAENRRMILIEIASNA P RAEM KT, HA, FIEENA
B-ERRETUNA, EXOXEEMPIARNMIZFIZZ—TT, MEIZEFiE Debian T2 Ff,

FAMERATEMNASIN, 1 Debian RAHIE— 28 Unix RRFKES],

- F 12 T ESEER)
< %13 T (E&ERERD)
< % 14 T (EEXAHR)
« 8 1.5 73 (shell #Hl)
- % 1.6 T (XALERN)



https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/Unix-like
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1.2 £ Unix XHEERS

£ GNU/Linux FIEfhE UnixiFR AR, XHRARKZBRP, MEMXXGIERHREN “/" HROEXHHE,
WEMBRAMNMRFELEXAERSE, SBERME—RN, B EIIEITRE,

XEXHMBRATUSEES MREP, mount(8) ATEREMEE LHEINIXMAGRAMEBEREXRIIX N £, Bk
B9, umount(8) IBEEBRNE. ERIER Linux WIZE, mount(8) HRELS AT BRI —EB S HIE B 5 4
W75, HETUEXHRFEHAIAZEN, BN, NRE. ATHEN, WENXERAZFHIVEHEI] A

#£/usr/share/doc/linux-doc-*/Documentation/filesystems/#%Zl,

Unix R EI#B R, FLEHMARE LUMXHR, BRFER, EEF Unix RFEL, RENBN[OMS, F0
‘A, BRE-AXHERS, HEMERAHESEN, XENTF Windows KR —MEXKIML S,

1.2.1 Unix E&E
THEE L Unix STEERM,

« XHFRR XOK/NER), tERii, "MYFILE” FI"MyFile” RNEKIXH,
- RERBREXGRFNR, BRENFHA “/7, FEIEER root HFHERER “/root” JBET,

- BANERBE—NEF, EUNESEEFERRT /7 UIMIFS, RERRMSG. EMEFE /" (HF ‘&
4" & “RER"), HEETERERR.

« BN EFRBRIEE N EREXAER, BWXHR, HiEFE, RINFLEHONZTHEFAMEAENE K.
RX=AKIERR X,

- FIBMEREXHRU “/" BRASR, FEESI MERIXXGEBZEE— /7, -1 /" BRRIEER, &
by “/" BTFHRBEENFER. HEZARENAOD, BLRXEFNER, XLAFTESSARER, ATEXN
2REXURIERBIF: “/usr/share/keytables/us.map.gz”, i, AMMBIEENESE “us.map.gz” &
ME R,

- RERBRSHX, HlI0 “/etc/” F “/usr/”, REFERKANDHESHFER, HlI0 “/etc/init.d/” Fl
“/usr/local/”, XEARIUEY “BRM", FEIE—MENXHBZBRMMN “/" ZERMYBEIENDEZ (—1X
) MERM—FIRE. FHIFAAMNKEERN, MTFRER—1MESAEERERN "RE" ®Mi9—/1E, X
AEIMERER (/7)) BtFERBRER, FE—FBREERT —IXETENEL, BEEANRKZNEM
Ff?ﬁ‘hﬁ'ﬁ;ﬁ%}}\?fﬁﬁio FRZEIEBER “. . /" BEARB R, IMANBHRERTHEMEMUERNEL, WNE
BURLENM,

s WF—IMEBEE BREEIMMHFENERERRRNNMAEMES . X AR FRI-11, CP/M,OpenVMS,MS-
DOS,AmigaOS, AR/ %X#Y Windows, XLERZEE—NMERRES T —MRERZFE, tbwlrc:\», (REWMIL, B
REEWMSEGEESI B TYRRZFEAEENNEREN—39. 2% 1.22 15, )

JED=

SAMFAINEXHFBHERTIENFRERENS, EREXGBATIFME—MEE. RITBRER LT
STEESBERABTXNFR, (L=, SR, RITMF, MECHHERFF {3 () [ 17 7\ / ><|
;L #HeN Y % 0 S MRMBE-—ITXNERFNGR, LRFIEEEFN A, EFAM T XL (Ra]E
NBEENEFEAE, XWXEIEFEE, LLIIXF LikeThis”. KRFEMN Linux AFSBEEFEXGERRE

FZER.

=z
EE

XNroot” FIBERERR BB F root” XFRR" R B K"(froot) . MiZIRIE L T XHEENRE.



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
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=z
R

17 path MIRTESEREXMH R, AR RGLRRNERZ. BRREFEXNZREFEET L TORAH.

XTFXEERMBREIFMAEBREXERREIRIFAE (/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz”
M hier (7). RMZIBEN TR —EIREFEAFBRZEINTRE.

B3R EE3EEES

/ EEES

/etc/ AG ORI EXF
/var/log/ RBEHEXHF

/home/ FIEIEENAFRAFER

Table 1.3: EE B RXIARIIR

1.2.2 NHRGRNENT

%88 UNIX RFRIELE, Debian GNU / Linux FIHRAREVIERIEEFMEIRSENMEHMEFERE L, SEH
RENRE, IERIEFITZESLIRBEUA—NARNENAE “/ dev /7 THL.

B BR. wREE (—MAENMEFEILZRIRNITIIE ) 3 Debian GNU/Linux Z 4t ERIYIIRIR SERE — U
inodeBEIRLEM, AT HAEXEN, IIMBENAF (FiE%E ) eEBTHA, Rie—XihkE, $F5. LME
FAEBRREXGRFETHEEZRZRET Unix, PR Linux RZIEXNBEHET TR, WE, EEEXITEN
LIEEEITHHIZMERE AT AE S R A HILE,

XATHYPIESLARFAIA RN R —FHRIZIEFEERN, BAZATRNABEFNGSTHTFZ T2 ANEMNIREHITE

HERE, EETNEYBIHRIISITHENHSRXAEB ABIBRRAERZEIEITHEI
R’

T

NRIEFERF XA MFYIELAR Z BN N R R, BEHAANFSHEIT mount(8),

2

1.2.3 XEGFRFEWNR
2K Unix R R FIRRILE XA =L ZHMBIAF,

- BEXNMMAHAF (u)
« EANXHEFEEMEMA, (g)
- FIEERKAF (o), EHEHR “HR" 1 “FAAEN"

KRG, SRR TF I,

« 7% (r) MERAFBEEREXHFHIAR.
- 75 (w) NRAFAMBEEEIXXAFRE,
< THAT (x) RBRATFFIBEEXHESM—ME<iET.

WFEFRKRE, BNMNEMRRFTFIIENE,
« /% (r) MERAFABEEIILERANASE,



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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- A]5 (w) RERAVFREERMEMER B X EmAIS 1+,
« AT (x) MEBRAFFBEE VIR B RENXHF,

EXE, —MERNITHITREERENMXAFZERENXG, TAFRRMINEY, FIaXNFIERETE,
Lls() BFERXAFBERINRER (EZ ), HBTHEE “- 17 @&ll, ERRATEINFERTIES.

« XHFERB (F—1TFR)

o XERIBRIER (9 NFER, SAFHER—ERBAF. B, ENIRFRT)
- BHEEINARIRETHER

- XHEFTBEENAFR

« XX FERAR

« UFRF (FT) ABRMBXERN

X9 H HAFNET[E (mtime )

- XHHBRF

i iz
EEX
EES
TSz
FHRETR
RRETR
AER=A P

EEF

$f

0T ITIO|— Q!

Table 1.4: “1s -1" #HME-NFRHIIR
chown(1) F3F root WP IEAXHBIFREE, chgrp(l) BFXARIFTEEK root i IELXSXAFTERIZE, chmod(1) A3
FXHHIFT B EEK root Mk AIECX A FNSI A RETIIEIANER, #BIF— foo XHMIEAIEEZWT,

# chown newowner foo

# chgrp newgroup foo

# chmod [ugoa][+-=][rwxXst][,...] foo

Bign, RETARBTEE—NERWEAF foo FiE, HHELL4AE bar,

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rX .

B = EMSIREI R AL

+ Set-User-ID(SUID) {if (s 2% S B1AFH x)
+ Set-Group-ID(SGID) fiI (s 2 S E#kEM x )
o MO (¢ T BEREMAFPN X)

R “1s -1 WLEMMHHEXEFE, WRRXLHH FTEMRITURIRE,

LB[— MR HITXHR E Set-User-ID (il 81— MR AR E S/ ID iBTX AN AT (190 root AP ), ZE{URY,
B[—AEIITUHHRE T Set-Group-ID (43 52 1F— MR U AFATELER ID BT, (g0 root ), HTIXLE
REFTRESHEZ NG, RECIAHFTANREZERINER,
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E—NBERLEIRE “Set-Group-ID” $#TF 3 BSD WXl L, FIEEEREEEIZMXMHIEETERAENA.

L—NERRE “WR" BRIPFZERANXERREFREEZN—APRR, ATRIP—AER “/tmp” X
HBAREHEHLEASHNER FXHERETNEE, MBEERRAISNR, CRLEMERRIREMNFL, N, &
XA R] AR ESX B AT B R B SNFRE A P bR SIZ — R R A

XEE— R Bl HPREIF,
$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, @ Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B —MEERIURERENIR, XFHBFEIER 3 2 4 41/ \iEH (KR 8) B

B iAA
CE—ATERF Set-User-ID (=4), Set-Group-ID (=2) # #5781 (=1) Z#0
TE_ABF BEFIIRNE (=4), 715 (=2) 70 "] 31T (=1) PR ZF0
E=ABF HXPRERE E
- EUAREFAL HittFAFIPRERE £

Table 1.5: chmod(1) &5 < XX PRAVELF IRV

XUTEERBE XTI EAEER, MRMFIE “1s -1 HSHEAIEILE (2-10), BRAUTHS] (KR 2) RRXHE
RUARBR (“-" BRL 0, “rwx” BAL 1), fREIZFICIERARFENENRE 3 (TN AR \HEFIRE,

IR IGIF

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1ls -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

"R
WMRIREFEEL shell fIARIFE1s -U"ERNER, RESFERABEXTSL, W test(l),stat(l)F readlink(l),
shell RE®<, 0 “[” 3 “test”, "IEEthAE,

1.2.4 EHIFTEAFRINER: umask

T4 NBRIG N BB F S shell RE &S umask FIPRHEI, &0 dash(l), bash(l), FIREHZ (7).

(file permissions) = (requested file permissions) & ~(umask value)

Debian ZXIAMERBFPFAAL (UPG), SH— AP RNERZAEWERHEESEIE— UPG, UPG MRAFEMEIETH
BFEE, IMEFRXA UPG ME—R R, BENBNEFESEECHNFAALZE, 1B umask IRER 0002 TFE
Z27, (ERL Unix TP, ERBEEEAFPIREZI—MY users MARIEEENMMIE, EXMIBERAT, HF
ZLEEL umask i¥5 0022 B—MFEE)



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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umask 8 BRI AR EEISEEDUE Bi%

0022 rwW-r--r-- “TrWXI - XTI -X NFTERFRIS

0002 “rwW-rw-r-- S rWXTWXT - X NFrEHe] 5
Table 1.6: umask {8245

B

BTl “umask 002" B A ~/.bashrc X4FTH UPG,

1.25 —(HREFRINEE (48)

AT EARBRNAZ—MIERF, IMNEFPEZELMER “sudo vigr” 4miE /etc/group MAKRMER “sudo vigr
-s” YR8 /etc/gshadow R HIZARIRR. MEEFHZEEMER (HEIT “exec newgrp” ) ABRFHIER

%0

==
EE

&, REJLALBERIM—1T “auth optional pam_group.so” 2 “/etc/pam.d/common-auth” LAKRECE
“/etc/security/group.conf”, EEESMHIGILIREMNSHRMBFEIE, (BRE 4 &,)

£ Debian R4EH, BHFIRER D —MXMGF. WRIMFA—TAFIKFILREIFEERSEHIEM, FI90 CD-ROM # USB 18
2%, (REZEXAF R AERERIRLG,

—LEZRNHRAREMNBRTFEMRARTEE root MRVIEIRLERERHFIRE.

g Bl 1510 X A FIiR & BV iR

dialout TERERNARIEORO ("/dev/ttyS[0-3]")

dip BIRPARIED, SIEZEESRRS IP &

cdrom CD-ROM, DVD+/-RW IRE1E5

audio ZONRE

video IR =

scanner ESEETIN

adm A BERE

staff —ERTYIREETERNEZR: “/usr/local”’, “/home”
Table 1.7: XFXHFiARIMAR SRR EIERATIR

BR

REEETF dialout AAREER B RFIMRIAR ILSIEEMS, SZ BME root AP /ete/ppp/peers/”
FHSEESABRTRENREXHWIE, (RRESET dip A, MATULIRIES IP RiEEa LS EFNS L,
EERANSSITIAESE pppd(8). pon(l) BAK poff(l).

RLEZZWHAARENARTFENIIMRRNTE root MREITHENGS.

H BTEERES
sudo ANEENRZEREETT sudo
Tpadmin RITHRSUMNITEWIEREE R, Bk, BRRITENN

Table 1.8: ZERMHRARUATHERSBITHAIR
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HASRIREMAFPFIANTEIIR, S0 H base-passwd BIRHEAY“/usr/share/doc/base-passwd/users-and-gro
, HEihRAR “Arfa”,

BPMERZENEEGS,E20 passwd(5),group(s),shadow(s),newgrp(1),vipw(8),vigr(8), AK pam_group(8),

1.2.6 BE)&
GNU/Linux X &8 =fhZE a9 a 8] B,

ESid] BX (AEL Unix WENX)
mtime N EEIRATE] (Is -1)

ctime NXEIRSIERETE] (s - 1lc)
atime N HFREHIRIFIETE] (Is - Tu)

Table 1.9: Bf(B)Bf2EHIG|ZR

=z
=)

ctime ~NEXHLIEHT 8],

=z
EE

atime 7£ GNU/Linux &% LR ESHERTEEFIAE £ Unix FIE X BFTAREL

s BEANGE, BERTZXEFER mtime, ctime, 1 atime E 14,
s WEXHFFEEHENR, BTN ctime 1 atime 14,
« FEASE L/ Unix R4, 12BN MEIE LT R atime B4,

c B, BIREXXHR atime B ; £ GNU/Linux RE L, ZINEKEEEXXHRAER “strictatime” S
HHIBAT.

« IR GNU/Linux RAMXERFZER relatime” EIEH, F—IRIEXH, HEERBIEXXHE, BT ZXEH
atime B, (M Linux 2.6.30 FFEARIZKIATT )

* MR GNU/Linux REEMIXHERFER noatime” HF, ME—I XM, FRBXNNHH] atime EHE,

ES -}

ATHEEBWERZRPEBRA XA RAMZERNE, 87T 'noatime” f'relatime” XFAMEIED, W{E
F7T’strictatime” i£IN, BNfEREPHIXAIZIRFEFIEEER atime BMXMERSEF. B atime BE
Bx T mbox(5) XHMIMNRLVAE. 1¥151EE mount(8),

{6 touch(l) S IENEBEEX AR EE.
AR, EIFBR (“Fr_FR.UTF-8"), s BOMHAHLFHE,

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 oct. 16 21:35 foo

R
£E% 934 TAEX “1s -1" @ik,
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1.2.7 s
BEFEMGEE—/H “foo” HHER—AREMIHES “bar’,

- MRk
- WOBXHEERT

- “1n foo bar”
« S HEEEN symlink
- B RFIEE S — MR

- “1ln -s foo bar”

BEATEAR, rmGBSERPEIZHHNTHCINAMIIER,

$ umask 002

$ echo ”"0Original Content” > foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ In foo bar # hard link

$ In -s foo baz # symlink

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content” > foo

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

BRHERTUAER - XERARLIE, HHABR— inode S, B 1s()#F “-i" EHET.

HESHEARBXLERE “rwxrwxrwx” BIXHIAEIRR, W EEGIFAR, SERRRBRUIEIRBRE EFRERAIX
HE,

ML
@ FRAEMBIEZFNIES, SNAZCE— M EANFTSRIENFRFEERINTFER., FSHENZIEAES
FIRES B R R ER AR TIRIELT,

5=z
1B

BEEAYS S EREEEESE, RS — MEnEEREILE,

“7 BREBEITHAENER, EIEMRTEERMEHERM 2 AR, .7 BRBEIRXER, BIERVEEHER
BEE e+ B REVEIEMEM,

NRARRI I Windows iF#E Linux, {RRRIFER Unix B HE FHERR T Windows RAEIER) “REFR" BZ4
BILRITE), ATEREXHARATKIN, NATEERHEXHRRIEXFZEINXR), ERERIMERL, X
BENMRELEN,



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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1.2.8 mREE (kL)

mAaEEE— MREE— X, FIEATRETXH, ENZ—imthR, FLt, E#WHFA FIFO, BlJE#LH: R
NEEXIREREEZNFRBERAS —IREERK,

IR — B EEHITEANERE, SANITREASKAELL, HEEISANEERNEEFRIZILR, ZBERERRF
ZESBEREIMEENLE, EENXKNMALRTE, ENFERIE, EREBEERMNIIE, & shell RBER” 1] 2715
EINEE—H, AT, —BEERTEM, IMNERMAINTVER— I a<iT, EEHR-AFET, EER
UNIX By — M EER MBI,

Zid FIAF

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # put into background

[1] 8022

$ 1s -1 mypipe

prw-rw-r-- 1 penguin penguin 0 Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EEF

ERFHROZNATRENERNER, SUREENRERAELS, EXUTHEEE (FIFO) HEATHEZBHEE
AEHENZEHITEERR WTFERFY, ILEHEAFTEAR—MEIET, EAFERR—IMRH#ENFHIE
ERH#IEENERE (IPC) W—IM TR, FRNRRAERBIMEREETRENZE, KRELNAEME ERNER
F M UNIX IHEEF .

VN
Bid netstat -an” GLAURAENEERRELITA TMLEERT,

1.2.10 2&XH

RENHEBERANYERENELNRE, IBEE. EFX EXF B2 ENREN—1MOFRESS, A

“/dev/console” iR,
RBENH BT,
. FRIRE
- BRIAE—NFER
- AN EFETFINEFED
- s, &0
. RIGE
- BEERMET-R, #HITUAE
- =R —AFEH
- NEaE--
{ReJNEBHRIEE XY, REZXGrIEEE S T #FIEE, G BRET/EIEMIVELE, BXESARIE, Bfq]

CABSEAE (I RR SRR, LEOl, MRRTIAR XA HS AITEINIRE “/dev/1p0”, EFEHBIAGSKEIEE
FIERO “/dev/ttyse”, B2, MRIEXLIZEE /DT, BNFIRESH AR, FUEEID.



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file
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=z
R

EHLEIITEIN, ER 1p2).

RENTREEIAETMIT 1s() B2, MTAR.

$ 1ls -1 /dev/sda /dev/sr0 /dev/ttyS@ /dev/zero
brw-rw---T 1 root disk 8, 0O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, O Oct 16 21:53 /dev/sro0
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

« ”/dev/sda” FIFIZESE 8, KIFESE 0, ERIUHE disk BEMAFIESE,

« 7/dev/sr0” IFIRESE 11, KIRESZE 0, EFIUM cdrom B#ANAFIEE,

« 7/dev/ttysSe” EIRESR 4, XIRESRE 64, ERIUM dailout BHANAFIES,
- 7/dev/zero” EIREER 1, RIEESR 5. ERAIUBREIERAFIES.

FEIA Linux RGEH, &E7/dev’ ZTFTHIXHRAZEINK udev() HHIETE,

1.2.11 g EXH

BB — L IARIRE X M.

B’EXH BE Mg Mz FE R
/dev/null 1EEY RE] “XHLEREFN (EOF) ©
/dev/null EA TORE (— PN ERPFBIREFERN)
/dev/zero 1ZEY RE\0 TF® (5 ASCIH FHIEF 0 ~E )

E == N N[ -I-A-:k- T 3 I 7
/dev/random (EEY #ﬁé%ﬁﬁm%&r‘i%ﬁﬁ@ NENIFER, ENER (2
/dev/urandom 1ZEY MEEBEZ 2= RREN I~ E 25 B — N NENFER
/dev/full =PN REWMEEH (ENOSPC) iR

Table 1.10: 57K & X HFIER

XERRNRE M EEH shell RIFEEERBKRSER (8% 158 W),

1.2.12 procfs 1 sysfs

procfs¥lsysfsT MR %, DBIMET /proc” #7/sys” 2z £, BRZPWBIBEHMRELAFTE, H&E,
XEZEREIR, MITH T RATHRIRERRBITHAEZ],

BRX>/proc” AEANERGITHHEERH T N FER, BRNBFHMEHAREFIRF (PID), EZIREHZEENR
ZTH, WM ps(), FIMNINEREMREFBER.

»/proc/sys” ZTHER, B8 T7TUERELRNZETSHEOD., (RETLAEREIIN sysctl() M EK,
NEERAEMMNE/EEXH"/etc/sysctl.conf”, )

HAMNBEXMIRIKREIXHE/proc/kecore” B, EERIREELE, MG TFHRUNBRAFTERNMEERS, E
HWAXIARAARZ, ER—NEMXE, EARANT, FIUABEBOLERKN,

»/sys” M FHEREE T AZBHNEIESEWY, EMNNEN, UREIZENEE, ERNBESTHREELRNZ
TR SHEO,

&%”proc.txt(.g9z)”,”sysfs.txt(.9z)”, A\REMME X Linux WIZX4HE (”/usr/share/doc/1linux-doc-*/Doc
XL linux-doc-* IR AR,



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
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1.2.13 tmpfs
tmpfs @ —NMERT X R FE, ENXEEHREFERUATR, BN, TREFIEFH mpfs IR ERRIGETER
PRI X,

RARBNEEAMER, »/run” BREE P tmpfs, XHEEE"/7 ZEFHARE, SHETUHEAN. EATESXER
H®THEME=ZE), [EAYtEX T Filesystem Hierarchy Standar2.3 kR i BRRI B RAIE :

« ”/var/run” - ”/run”
« ”/var/lock” = ”/run/lock”

« ”/dev/shm” - ”/run/shm”

2EZ7tmpfs. txt(.9z)”, XHEALTF Linux AZIXAY (”/usr/share/doc/1linux-doc-*/Documentation/filesyster
BRZTF, HREE linux-doc-* &1,

1.3 Midnight Commander (MC)

Midnight Commander (MC) & — " Linux LI EELRIRIMETHGNU R WL ET) . EAFFIIRET —IMXRE
NEMLIRERARLR, XESTEI)cARER Unix %,

RR]BER ERE THEMNBSRERIRE N mc ” B Midnight Commander 1.

$ sudo apt-get install mc

£ mc(1) AR L BB KRR G Debian 2%, XERERHFHNFIAN. BEANXTEMODEFEREREE - LRNEBNAS,
« 7/etc” REFBHZR

«” /var/log” REFEZR

« ” /usr/share/doc” REFEHR

«” /sbin” #1” /bin”

1.3.1 BEX MC

ATERE MC FIRHEE R B R cd BIHEB R, HBEIENRN ~/.bashrc” B&—1"H mc BIRHEHIIMIZA,
. /usr/lib/mc/mc.sh

EF mc(l) (&”-P” EINE) WEE, GIRFAEEEBBXEURAMHE, Fe]UHERELBE)

1.3.2 FEziMC
MC 5] X #E B,
$ mc

MC BEREBE T AENXAGEIE, BItMIEAFREE LS. RFER F1 eI AR E, MRAFELAL
PREEFNINBE R AT LAER MC,

£
HLELLURtE YN gnome-terminal(l), INEERAVREM L BERITRESW A IRIEFEEL, 7 gnome-terminal &,
LB EEI - @A > REEE FRIRE R IXLEAHIL,

MRMFIBRFrF gm0, BRHEREIZEL, BEILRIN”-a” F MC L {THIFR T B RLL2E o),
MRIXHFAREERA MC PHEREM, JBASEE 956 7.



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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1.3.3 MC XHEIE

RMANFANEREREESTXHIR, Z—MERANEARREGUEO R R KIZMXXHACNRES. ET
RE-LMBIVRER, TIPERE gpm(8) BITHRME, REFIUAFNRSITERBRRIEF. (E MC E#1TES!
FRENEIR(ERIBHE — EZIRAE shift . )

RIEHE BEEINEE

F1 BEIEE

F3 R HFEESR

F4 LR

F9 BUE FhIRE

F10 1Bt Midnight Commander

Tab TR & OB

Insert 8 Ctrl-T BT EXHREMREXXEF, WMElR

Del W& EF GEB--RE MC hEEHRER)
FEAREE BRER

Table 1.11: MC REERYE

1.3.4 MC :H<{TiRI5

- cd FLAEEFHNEREFHREE R,

* Ctrl-Enter orAlt-Enter ¥NIXH#RE&G<1T, £ cp(l) F mv(1) BN RFITIE,
« Alt-Tab ERXHRBBHNERT.

< BRI MC sr S SEIEEF BB X; B4, "mc /etc /root”,

*« Esc +n-key - Fn (i.e, Esc +1 - F1,etc.; EsC +0 - F10)

- 5Ei% Esc BAMER I ALt —4; B0, #A Esc + c FTIFEE Alt-C 2—#R/), Esc #HJ0 meta 8, BIHEHBIT
Zﬂ‘j”M'”o

1.3.5 MC AZRYmiE2S

XITABERERE - TERRNMAWAR. # F3 ARERERR, BR F3 ERESHASRERKX, LZI{RATEA
BIREIER, (£ F6 FEXBINFI SRR T, FS MEEXEHREISmART. F2 REXHEH, Flo Bh. 2
Bt AEMBI A N TR,

MC 4riE 2R el NE A FEMNGS AN B,

$ mc -e filename_to_edit
$ mcedit filename_to_edit

BEAR—1M2EORwERS, BEREBISEALKRRKAIEH#FNNR. ERAIEOEEH, FEZAZ Alt-F <n > Ri]#k
REHNRimF{F A File - Insert file” 37 "File — Copy to file” RN,

MERYmEE 23 °] BA#R SM R dmaE 2 B 1K,

G, FSEFERMMELE SEDITOR I $VISUAL KAERmIEBRIVER., MNRIRAERZER vim(1) E nano(l)
kFIE, FERIEFEEE TEHRBIMA~/ . bashrc” K3 mcedit #HITIRE,

export EDITOR=mcedit

export VISUAL=mcedit

R T RERVIEFRIEFER "vim”,

WMRREA vim(l) HARIMEF, REJCAEREBD RAPULEER mcedit(l) KiHEITIAF,
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1.3.6 MC AZfEF=E
MC 22— MNEESHEMNETSE, IR—MEXHEPERYANTTE, BEEFEHRERE/usr/share/doc BRHPEH
X, XRNEKRE Linx FEEMRRAR, XINMNEEFETLET TGS HIMEM— N REZEBH,

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 BHzEzh MC
EXHHRMARZE, BEYHNEFRLEXHNRNS (BEE 94.11 ), X2 MC —MEEHSENAEE,

XA 5 [B1 2= 2 A A [y
AT RITXH AT
HEIXs BEERTEEaRNHE
html X EEAB MU SIS
>* tar.gz” #7* . deb” XHF NEEATMEBEEFER M

Table 1.12: MC H ¥+ [3] Z= $ 4 A iz

MEXEEEBMEMAHFFIEEN, FTEBNXMATNEBRIRENATAIT, £ chmod(1) SEid MC XHRE
LAbAEVIRTS,

1.3.8 MC Ff FTP EINXXH RS

MC BEWS{EFR FTP BBEEMIA IR X ERBIR FO, ARRN p” KHIE FTP BN R 4 3% username : passwd@hostnan
IR NEA URL, i@ At B R—HRERZEE R,

& FTH”[deb.debian.org/debian]” KiXI%T Debian B9 LA LEM,

1.4 2% Unix T{EIMEETH

B MC ERZA]UILIRMERIERE, BFEMN shell RRTEAGSITLENRIEEEEN, nJLMEATEHABE
Unix T{EMIR,

1.41 ZE3 shell

fRE] A8 chsh(1) EZF(RAVE X shell,

AN
B POSIX HEEAFE, B shell EBME/T REERAFREL, 1THIURNE, ATHEEHMAIIIIN
(=N

EARHIET, RENH shell B235 bash.
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RG] ATE K/v | POSIX shell | 15BR
bash V:796,1:999 | 6470 | Yes Bash: GNU Bourne Again SHell (3% ERIFR/E)
bash-completion | v.o) 1907 | 1503 | n/a bash shell £5F2%h 2
dash V:913,1:993 | 221 Yes Debian Almquist Shell, 81K shell FI&
zsh V:36, 1:74 2467 | Yes 7 shell: B ZEREPFRE shell
tcsh V:8,1:28 1316 | No TENEX C Shell: —7" Berkeley csh FJIE 5@ iR
mksh V:7,1:12 1478 Yes Korn shell B9— MRZAE
csh V:2,1:8 343 No OpenBSD C Shell, Berkeley csh BJ— MR
P iy _ T = =
sash Vi0, 1:6 1090 | Yes BN E#RLH Stand-alone shell (FFABIREINE
#9”/bin/sh”)
ksh V:2,1:15 3284 | Yes Korn shell D E 1FRJ AT&T FR7A
rc V:0, I:1 169 No AT&T Plan 9 rc shell FJ—"3EH]

Policy-compliant Ordinary SHell ZREEFRABEE

posh V:0, I.0 190 Yes shell(pdksh JE4)

Table 1.13: shell f2F %R

1.4.2 7Eil bash

fREJ AT “~/.bashrc” REHI bash(l) B91T 5,
=X FHBIF

# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi

# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}”
fi
export PATH

EDITOR=vim
export EDITOR

N
fREJPATESE 9 EFHMIE 9.3.6 HHXEIESXT bash BEHIFKIT.

B
bash-completion 3B HEBIL bash #HiTHRSH 2.



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/zh-cn/Bash
http://packages.debian.org/sid/bash-completion
http://qa.debian.org/popcon-graph.php?packages=bash-completion
http://packages.qa.debian.org/b/bash-completion.html
https://zh.wikipedia.org/zh-cn/Bash
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
http://packages.qa.debian.org/p/posh.html
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1.4.3 450KIREE

£ 25 Unix IR, B—LEEBRKSXNER, HIEE, S8 Linnx FHIEHE, RBEFAR Ctr L Alt 87
MIEE T, ERBE/LMEFICENRRE,

TRIER v

Ctrl-u Y R T A= E 2

Ctrl-H R ARG — N F T

Ctri-D KPR (ARIRFEER shell, MHEE shell )
Ctrl-C BIF—NEEETHER

Cctrl-z B EEFRFRIEEXEEER

Ctrl-S FIEFERERAE

Ctri-Q ) & B e A

Ctrl-Alt-Del EE/XHAZRG, W inittab(5)
WEin'zt)J\c/\lsE-zkg?)ﬂHHEﬂﬁ * Emacs F04E{ UI B97cH#E ( meta-key )
Up-arrow @ ESERE FFIEE bash AEBGSHAHE

Ctrl-R FFIE7E bash BNIEEGSHEFRIER

Tab 7 bash 2 1TTHHEXER

Ctrl-VTab 7£ bash G2 1THHEA Tab MARHITHE

Table 1.14: bash BUIZ R4 E TR

BR
Ctrl-S BILIRINEERTREM sttty (1) A,

1.4.4 FRARIR(E
Debian B 454t W XA BAMEVERS 2 RIE, SMN—LEHETA:

. &40 Unix BARRIEA:
- {ERA 3 MR (82F)
- EREER
- X NA, W xterm, BERXANBERSEFRER
- I GUI (BIAFRE ) BRingEAN:
- {ER 2 MR (1) + BE)
- (EAEERMNE MR
- AFHRM GUl (BIFAEFRE ) A, tkil gnome-terminal

XE, TERNERSSRXAEE, ALIFREFA, E/A Sshift-ctri1-c RAH, IHFFIUBERLIE—MEITH
=7,

IR RIR LR RIRE, WIAANRPERE, ARICARSMPEEER. 2 BRIARAENERLT, EERLE
MARFE S TIRPEE,

FTE Linux FHIZHIEHERENR, BEEIL gpm8) fEREETIP#HIZ ( daemon ) iE1T.



https://zh.wikipedia.org/wiki/Unix-like
https://specifications.freedesktop.org/clipboards-spec/clipboards-latest.txt
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BR1E M i

EEF SRR FERMEEFREETCE

BEEER FERNMUEFREETERNAL
BEEE (EHZAN) FERNUEFREFECENEE
BEEE (ARBR) & E TR R (H), B ¥E)
Mk #E Shift-Ins ERGEEAEZRINERE

Ctri-Xx I EERIERIENER

Ctrl-C (fE&im= Shift-Ctr1-C) BN EEZRINEEZENER

Ctri-v FENEE IR A B ZEFRAE

Table 1.15: Debian ERIRARMEIEFIME R IR BRIRIETIR

145 HTER

less(l) LB —MERBMMDTIIEF (XHEABTEER ). ERBEENGSSREFERLHRIZIXG, A

less ML EBFNMBRMREFSHEHTLUR “h", ENINELL more() ML EFE, BEEMANALMIT eval
$(lesspipe)”s’eval $(lessfile)” EMINEEILEEZFEIBAIFMIESE”/usr/share/doc/less/LESSOPEN”,
»-R” EINE] U SCH R A M F /&40 IR =] A/S A ANSI BReE X R, 1#HESE less(),

1.4.6 XAYwiEz3

TE{EFZE Unix AATFER, SFEMFVim 3K EmacstI TR, {RMIZAEEEAH—1,

HiARS)BFEA vim SR —MNAEM%ERE, EX Linux/Unix RAE —MREMT T Vi migeE. ERLERVH vi
MURERK nvi XETREEFBREN. BAE vin BRHET F1EE, EREXTERENINEEERK, FUFERE
Vim MARHEHRHMN—LTH, )

{BRIZRAZ R Emacs SiR2FAXEmacs {F B REVmIERS, ESKTBRIFINER, LEHRERENRR, Emacs THHRSH
et <, BEMFSIE, BREER, BEEFESS, SRSHANEFNER, EEBMNRGSm TIFRIAR
WRIRIMET, IEEAEMNER, —LAEZRFAN Linnx RAERFEZL S E Emacs, T2 #HKE>) Emacs
AIAHREA TR T E S E, ELRZHEFZ SIER Emacs RHREREER GNU Emacs SEF .

AESBNAFREXLEEFHSE - RIE, WA vin” 1 F1 eI BN Vim, BIMRRFIHIE— THIER 35 17,
BENAAREN” | tutor |” ¥ Ctrl-] el UNBRIELIS IR,

JES =N

IFRYYREERS, & Vim 3 Emacs, FICARHE UTF-8 REEARERARIBIEIMNXE, ENMEIMEE GUI (BIRAF
SR ) IMETFER UTF-8 i3, ARXRREKRMEFNFHR, HmigREERMIT GUI (BIRAFRE ) MR
mEDIE. XTEF XA UERSENHE,

1.4.7 RERIANARYwiERS

Debian BIF 2R EHIRIERE, FATENZR LEREZIN vim AL,

Debian B 7% “/usr/bin/editor” 12 THARKENARIERIG— 155, EILEERF (A8 reportbug(l))
STMBRE, MFeTEE FARSHEE,

$ sudo update-alternatives --config editor

it

WFFHF, HEBIER “/usr/bin/vim.basic” K “/usr/bin/vim.tiny”, EAELZHERS

o

RBR

WEZIEFERMETE “SEDITOR” 3§ “SVISUAL” RREFEAI N RmIERS (S5 1.3.5 THE 9.4.11 TH), B
F Debian ZAH—HMHEE, E1#HIZER “/usr/bin/editor”, (TEHAE L, “$EDITOR” & “ed”, “$VISUAL”
% “Vi”o )



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/XEmacs
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1.4.8 {EH vim

B8 vim(1) R £/ nocompatible” INEFET, #HAD LEER, !

5SS R RE
=3 ‘helpJonly EREEXHF
i3] re filename.ext FTF R ZE P X K %m48 f1lename. ext
& W EHaMNEFX A ERREXHF
& :w Tilename.ext SAZRIZEFXE] filename.ext
& iq IR vim
Epe] iq! samhRE vim
=8 ronly %EFE’%HE%‘%HHFE"JED
Ikl Tl :
& :set nocompatible? ;éft vim EEEFTEH) nocompatible
& :set nocompatible ®E vim 25 £/ nocompatible &z
EiE i E NN
Tl R HFA BREX
] v FA IR
& v FN T TIRR
] Ctrl-V HAN P PRIER
F& T TERMINAL-JOB &b ESC-i& HAN EBREN
=& iterm BN TERMINAL-JOB &R,
TERMINAL - NORMAL i ¥ TERMINAL - JOB &=,
TERMINAL-JOB Ctrl-W N (3% & Cul-\ Ctrl-N) PEA TERMINAL -NORMAL 125
TERMINAL -JOB Ctrlw - # TERMINAL-NORMAL EXEFEA
Ex-1ET

Table 1.16: E AR Vim #Z5E517R

EER vimtutor” FBERE3] vim, BT — XG5 HIESIRTE,
vim ZFET B ANRRRNTENITA, E BA-RIF BR-ERXT, GANRBRASIHFATEFX, B3
KR KEEDTE ZB-EN T, REEERE oJ-RX TRM, EZE-REX TR, ATEM RN HAR Ex-12

ito EX';%%‘HQP%O

R’
Vim #1 Netrw R4 E1F] A —#2fEFH, Netrw EIR ZHEARMMMZIZEXH, HEER, A'vin 7 (—1REHR
S5 R Netrw, 7E7:help netrw’ IZEIERXE,

vim SEEE, SUE 9.2 75,

1.4.9 ig3E shell ;&0

shell Gs SRV BRI BERMNE TR, HAIRSREIREEBEBRIE, 15 shell EHCRIXHPHREMERTA
HWOWES, SFERITEMNRAEREISH, IMCRIURAILH,

B
FTARZHY Vim (version>=8.2) BEAS# FISKEMIHIC R shell ;&5)), A TERMINAL-JOB-#&Em, 20 5F 148 15,

1B3% shel SEHMIIEARFERE script(l) FiB1T shell,
=X T F
TEMEIRRY vim thEENS BEIE 2" nocompatible” #x, @idER”-N EIEH,
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$ script
Script started, file is typescript

£ script F{ERES shell &<,

# Cctrl1-D3REBY script,

$ vim typescript

1.4.10 EZAH) Unix ssd

IEBARZESJEARR Unix <9, EXE, HIEMWRE—MEN LR “UNIX", ] UNIX ZEZRAZBEHBRRHEEN
@<, Debian RAMALIS, WRE - LS ARIFBIAFLIFER, BAEED. MR shell PEATHIR, EXNN
MEsLHHaNE, XEAFHABREZAXMAFRRIT.

SIVMERIE AP IKSRER TGS,

EE

Unix B—M&EBI, BA “.7 FSKBIXEE#iEaRE. El— RO TEEEEMAFPEERN X,

WMF cd &%, 20 builtins(7),

E AR Debian REMKINNDTIEF R more(1), BLEEMRD), Bidda< “apt-get install less” &%
less REBE, less(l) SR AKINMNATIIER, ©RINIET A E#EFRLRH,

[ A] EEEMRIARNps aux | grep -e "[e]lximd*”” &<, BB R grep EERTHIRERS, 1E
MFRARDPH 4> BEERETHFRA", ZHETLAL grep BT exim” thikF"exima”, B SIUBAFHSE
MILEMENRARP, ERENINENEARA—HRN, &RFHETRIENRIATUSE grep().

fERilgR, BERLARNGSRERERARRAL. NRFBEEABEXEGNGHESWEEA, BSYEIZFMR,
I FAGIF

man man
man bash

man builtins
man grep

man 1ls

BB BH B PR

FMEIMFERTRRIEAB RIEUSIR, EAENESBEES, LERILKREIR. EBERMWMLEFH. B2, —BIFS
RTE, RRMEENNES.

HERE, B Unix 5% (B1ERE GNU M BSD B9 ) #rJAEREENFEINESR, ReJAERATINEP—#7]
AREBE (BRANTEASHEATY ),

$ commandname --help
$ commandname -h

1.5 (& shell &35

W, (RISUNFEIEER Debian RABEBE—LRIE T, IEHANERAT # Debian RAEMGSMITIE, EXE, i
RNIFM—AREIHAE, BREERSI bash(1),

— BV ER < BB FRA AL,

1. RETEE (i)
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e 15 BH

pwd EREr/ITEERDBEMR

whoami ERIREFRA

id ERSaAFPHBH, (B, uid, gid FIFEXHE)
file foo BR “foo” XHERIXXHEE

type -p commandname

E7R “commandname” RS HINXERTEMNE

which commandname

[EE

type commandname

ER “commandname” mETHIMEXEER

apropos key-word

EHE “key-word” BXHGmS

man -k key-word

L

whatis commandname

B—1TfEFE “commandname” &%

man -a commandname

B “commandname” S HIEERE (Unix Xig)

info commandname

&R “commandname” @S HEIAKMERE (GNU Xig)

Ts ERERAR (AEEU. aSHERXEFNER)

Ts -a EREXRART (BEFMEXHNER)

Ts -A ERERAT (BE/LEMBXHEMER, Ry “..7 M ".7)
Ts -1la ERBHRERAT, AESFHENER

Ts -lai ETRMBHERAR, FEE inode ITFEHANERE

Ts -d ERSaER FHRBEER

tree FEAMRKEERERAT

Tsof foo S FIT ARSI E Foo”

Tsof -p pid B HEEHFIEITHRNXHE: "pid”

mkdir foo EIRIERTENHX "foo”

rmdir foo MFR S a1 ERFH “foo” BHX

cd foo R HEIEHRE Fek &= $CDPATH” HHY “foo” BE
cd / k2R E R

cd I ERNEIENEISES

cd /foo Rz ER1Z R “/foo” B

cd .. R E—RE=

cd ~foo INREIEF “foo” MEXHER

cd - IE I PATEFIEE S

</etc/motd pager

FERFKINN D TIIERKRETR “/etc/motd” AR

touch junkfile

BN —NEXHF “junkfile”

cp foo bar

BF—AMEXE “foo” SEIEI— X “bar”

rm junkfile

MRS “junkfile”

mv foo bar

4§_/|\Imﬁy1¢ “fOO" EE_E%EE ubar" (ubar_" L\Z\;ﬁjz;ﬁrf)

mv foo bar

F— P BEXHE "foo” BohRIFHIMIE "bar/foo” (WPFHE
ubar” Ei )

mv foo bar/baz

Bol— A MBXH “foo” EFUEFERR A "bar/baz” (i
MEFE “bar” BF, BAREFEE “bar>/baz X&)

chmod 600 foo

FEEMATEEIEMBXHEF “foo” (FEFMBABLEMITZX
)

chmod 644 foo

FEEMANMEXE “foo” FNEEARRE (FEMBARLE
PITIESUTF)

chmod 755 foo

EEMAN “foo” ANEMARS (FEMBABERITEZXH)

find . -name pattern

fEEM shell “pattern” ERLENXHFR (RERIE)

locate -d . pattern

fEF shell “pattern” ERMENXHEE (EERR, FERAEH
EREVERIEEE )

grep -e "pattern” *.html

AL AR Y “.htm1” EEMNFEXETF, EXERE
“pattern” MINXHHER

top

2EEREERES, WA "q EBH

ps aux | pager

ERFEEAGTIHEENER (BSD Kig)

ps -ef | pager

ErBEEGTIFERERNEE (Unix system-V XHg )

ps aux | grep -e "[e]xim4*”

ERFBIEEE{T “exim” M “eximd” BHEIE

ps axf | pager

ERABEEETIHEENERS (ASCI X% )

kill 1234 FIEID A 12347 BEE
gzip foo {#H Lempel-Ziv Zwf3 (LZ77 ) 1§ "foo” &% "foo.gz”

gunzip foo.gz

ll% “fOO_gZ" ﬁgk—t% ufoon

bzip2 foo

& Burrows-Wheeter 3R [E 485 EF0 Huffman ZRi8%E “foo”

E48% “foo. bz2” (EHMBLE gzip TiF)

bunzip2 foo.bz2

B “foo.bz2” #EEA “foo”

xz foo

A Lempel-Ziv-Markov 888,18 “foo” &4k “foo.xz” (&
MMREL bzip2 BIF)
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4, EEM (ik: >,>>,<,<<FEE

5. ¥EHIRME (FIik: &&, ||, ¥RITH, ; .&,(,))

1.5.1 HIPUTHIMELRE

—EIMETEMNERREERS Unix SLHITT A,

IMELEMEIAER PAM R4V1A1L, HP— LSRN ARFERRE,

« PAM ( FIIEHR BN ISIEAEIR ) RARVIELR, EE Y0 pam_env &R, BT BAET /etc/pam. conf”.”/etc/environment”
#”/etc/default/locale” iRBMETE,

- BREERE (H1E0 gdm3) &4 GUI (BEAFRE ) 2IEEHREMNMREE,

- APSENIEFEVBLE, sTUEREE"~/ . profile”, ”~/.bash_profile” #1”~/.bashrc” FigBHIIFIE
TR E

ﬁEO
1.5.2 “$LANG” T=

HKIARESBERTESLANG” METL ERE N, EELTRNMRECE J9”LANG=xX_YY.UTF-8”, Si&TEHE F KA GUI
(BB FPRE) PERE, PIW7E GNOME H2, 7iRE” - " Xig & 185" - "5 /7 &R

==
R

BRI WRIFATESLANG” REEERANETE, REEENFENEATAA SLC_*" FEANTE,

“SLANG” TEMTEMIBSIMNEMEM 3 MAERM: “xx_YY.z227",

BEWRE 1 EH

XX 1SO 639 EBESXHE (/N5 ) g0 “en”
YY I1SO 3166 EIZXHE (K5 ) #lan “us”
272727 YRy, BRIRER "UTF-8”

Table 1.18: iBESME(ER 3 NERSY

{£F3 shell G L1THRIAFHRIT FIIEE AL,

$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC

XE8, date(l) BFHITRER T ARESIMEE,

« B—ABY, “SLANG” IRBEHRANEIAIESINEE “en_US.UTF-87,
- BIAERS, “SLANG” 1R E RiAIEH) UTF-8 IBSIMEME “fr_FR.UTF-8”,

RBBNGLERNTRIFLBEMEEXIMERE, WTF LENFF, REATERN TG,



https://zh.wikipedia.org/wiki/Environment_variable
https://zh.wikipedia.org/wiki/ISO_639
https://zh.wikipedia.org/wiki/ISO_3166-3
https://zh.wikipedia.org/wiki/Codeset
https://zh.wikipedia.org/wiki/Locale
https://zh.wikipedia.org/wiki/Locale
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BEINEHERE BE (X))
en_US.UTF-8 =iE (XH)
en_GB.UTF-8 HIB (RATIEN)
fr_FR.UTF-8 =18 GEE)
de_DE.UTE-8 EiE (B )
it_IT.UTF-8 BEXFNE (BXF)
es_ES.UTF-8 A E (AT )
ca_ES.UTF-8 INRMEE (T )
sv_SE.UTF-8 IndE (ImBE)
pt_BR.UTF-8 B=AE (BA)
ru_RU.UTF-8 BiE (BE)
zh_CN.UTF-8 XiE (FEARENE)
zh_TW.UTF-8 XiE (FEEE)
ja_JP.UTF-8 Hi& (HE)
ko_KR.UTF-8 g (FE)
vi_VN.UTF-8 HWEE (HE)

Table 1.19: {BSIMEHFIIR

$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

R’
R — BUG IEMEHE, MREMANIRIFRIBNIFME, £'LANG=en_US.UTF-8" BSMREIME TN &mL#ITIE
T ES B L,

WFESIMEEENAT, S0% 8.1 T,

1.5.3 "$PATH”’ &&=
H{RTE Shell B A G SHIBT{E, Shell R7E”$SPATH” TEMBESMNBERIIREHAITIER, "$SPATH” T=AVEHIUE
Shell BUfEZRFR1Z,

TEERIAMY Debian ZZ5012H, FRERMAFPIKSH”$SPATH IMELETJREAREIE"/sbin” #1”/usr/sbin” B&, I
i, ifconfig HLMBEEIETE TEMIZIZ”/sbin/ifconfig”, (U, ip S EE/bin” BRT)

BT BATE Bash BIASZ 47~/ .bash_profile” 8"~/ .bashrc” RIXZE $PATH” IMBE T EME,
1.5.4 ”$HOME” T &

REGLERPERPEFRTRPEENEKE, AEBIEENATRIEZENWRITAN, AFEFEEM"SHOME”

TEREE.

B
Shell B~/ hEANEHBIBE PO EEXR, U 2 $HOME/", Shell ¥ B"~foo/” & foo BV B X, thih
="/home/foo/",
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”$SHOME” ZTEM{E

EFETIHNE

/

VIIRHERTIER (FIP#EE)

/root

root FH PR Shell ITHITE 7

/home/normal_user

E WA IR Shell ITHTER

/home/normal_user

TERAF GUI fRERERTHRER

/home/normal_user

FA root AP IXPREHITIZERF "sudo program”

/root

F root PRI {TFZEF"sudo -H program”

Table 1.20; ”$HOME” TLE(HFIER

—ERLIHESH, LSR5 - - Tk, @EMZREN, ARERGSHRITHEI

$ date

Thu 20 May 2021 01:08:08 AM JST

$ date -R

Thu, 20 May 2021 01:08:12 +0900

XEBEMNGESESE”-R” T date(l) AsS it o RFC2822 trERM B EIFER B,

1.5.6 Shell BREEF

SEAXMBERMIEGSHEBNRITMATERMIA, BXXEHRT R glob, (BRMR#EM ) BECH), BALER

A EX A EFEK,
shell glob 1=z} U REIRTIEEES
* AL AL HE (FR)
X BL7.” LB HFE (BR)
? e
[..] BERAEREFTHNEEFTHE I UERERTER
[a-Z] “a” Bz ZRIEE— N FRE I AMEREHER
[A.] RTEESEFESTHNEEF® (7 1N 2RI, HEFFHE XU
TERIEHFRT
Table 1.21: Shell glob &,
=R T IfIF
$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt
1.txt 2.txt
$ echo *
1.txt 2.txt 3.c 4.h
$ echo *.[hc]
3.c 4.h
$ echo .*

. .5.txt ..6.txt
$ echo .*[Ar.]*
.5.txt ..6.txt

$ echo [A1-3]*

4.h

$cd ..; rm -rf junk

20 glob(7),



http://tools.ietf.org/html/rfc2822
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EE
5 shell BANXERLEARXAR, EA” -name "EIMAY find (1), H shell k" * 7, LEL" . " F4
IR, (FiPOSIX M%)

R
BASH =] BAEFHAERY shopt EIHEN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
EHILBITH, A bash (1) EFFHMILA,

1.5.7 H<SHIRE/E

FOBOHSERMENRHRS (ZE: “$?7) fFAREIE.

R THNE HIRS EESTIELE ZiEIROE
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.22: G S AR HAHT

=ik F 36 F.
$[1=11],; echo $?
(0]
$[1=21]; echo $?
1

=

B/EE, success i3 TRUE, 0 (zero) MREME, XIBELREM, EEEXER—T.

1.5.8 HEMIFEESF shell EEE

IEFATNAE ICETE Shell f5 S EH R e S1TATERBIERS 35,

Debian ZAR—MNBSESHRIER R, BEEESILAPEBE— shell PRITSNMERF, BEEHENEED K shell

A< : jobs, fg. bg #l kill, #EIJiE bash(1) FHIET : “SIGNALS”, “JOB CONTROL” # “builtins(1)”,

=ik R IEIF
$ </etc/motd pager

$ pager </etc/motd
$ pager /etc/motd
$ cat /etc/motd | pager

RE 4 4 shell EEANFI FEZETERNER, BRE—MIFELESGHIEITTHIIMT cat FLRETHIR.
shell RIFRIEA exec BEEE— MR RITAX M



https://zh.wikipedia.org/wiki/POSIX
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I EIRE 15 8H
command & £ shell 95 & FH1T command

commandl | command2

B EEE commandl BFREREE R command2 B9FRERIA
(F1THIT)

commandl 2>&1 | command2

B EE T commandl BYFR & HFNFRETRI=IE R command2 B
PR (FITHIT)

commandl ; command2

®IMFH 7T commandl 1 command?2

commandl && command?2

1T commandl; WXL, FFHIT command2 (WX
commandl #1 command2 #8H1TRLIN T, iR[E success )

1T commandl; WMEARII, HIAFHIT command2 ( A1

commandl || command2 commandl 3% command2 M {TRLIN, IR[E success )

command > foo & command PIfMEREEE@EIXH foo (BE)

command 2> foo ¥ command BFRERREEQZIXHE foo (B= )

command >> foo ¥ command BfmEREETEBZIXHF foo (FFAN)

command 2>> foo & command PIfMERIREE @EIXHE foo (FFAD)

command > foo 2>&1 & command BinER B INERREE@ZIXHEF foo

command < foo & command FIFRERAZEQZIXHE foo

command << delimiter ‘4‘% command @”\Jﬁ)&iﬁ)\ E@ER FEGSTT, BRhEE
delimiter” (here document )

command <<- delimiter & command PR ERAEEQZ TENG LT, BEENEE]

“delimiter” (here document, f<{THFLIGIRFTEWEZER)

echo Hello >foo
exec 3foo 4bar
cat <&3 >&4
exec 3<&- 4>&-
cat bar

FIURE X B9 AR T 0-2,

# open files
# redirect stdin to 3,
# close files

Table 1.23: Shell a5 & ILA %

stdout to 4

1’E 15 EA AT
stdin PRI 0
stdout nERE 1
stderr PEER TR 2
Table 1.24: FE X HIS 4 1A T
159 HSHIR

RE] L HE B ERNGLIRE— MR,
I FIGF

$ alias la=’1s

Im?j_: , “ -La"

-la’

=

= “ls -al” MESKHR, HFEFSURKIIREAIILAMENXHG.

{RETLAfER alias RIHFABERZIE (S0 bash(l) F4Y “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1s -la’
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{ReTLAEA type RBIAGSIERIEREZEER (20 bash(1) F4Y “SHELL BUILTIN COMMANDS” ),
28 T AU F

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to ls -la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

Ls ERIAWHMERIL, M “Ffile” 8\, EIt “1s” #5712k “hashed” (#RARRFER), B shell H—AMHEHIICRA
SRR YIE] “1s” PRALAIMIE.

BR
2015 9.3.6 T,

1.6 3 Unix X A4LIE
£ Unix W ITEMIER, XALIER B U FERASEEMMNENARRIE T BT, XS —1MEZEM Unix eIF,

1.6.1 Unix XA&TH
XEBEHE LI Unix AR EERAMNREXALET A,

- RBEFEREMNRAN:

- cat(l) EEXHHELLIIIANE.,

- tac(l) EEXHHREHE L,

- cut(l) EFITH— 9 HiEd,

— head(1) i 3XHRIFF L,
tail(l) i XXEFRERE,
sort(l) WA HITEHITHER.
uniq(l) AEHERMIX &R EIRERNT,
tr(1) FEHRMBRF .

— diff(1) WX HRITEHITIEE,
- FIAMEREMIENRIAN (BRE ):

- ed(l) B—MNRBITHRIERS,

- sed(1) —MNidmigsE.

- grep(1) LEC#HE pattern B A,

- vim(l) R— 1M ERERIES.

- emacs(l) B— MNERmIER. (ALY EH BRE )

- ERYT RMIENRARN (ERE )

— awk(1) FH1TE BRI AT,
- egrep(l) ILEEHHE S pattern FIX A,
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- tcl(3tcl) ATLABHTEFMREBRIMNIALIE: S0 re_syntax(3), &&5 tk(3tk) —&fEHMA,

- per1(1) BB TEEMREBRIRIX AIE, S0 perlre(),

— pcregrep BRI pcregrep(l) BJLAILES#HE Perl R IEMTRIAT (PCRE ) EIAIX A,

- HH re fZHRH python(1) B LA TR RAE SR AL IE, SN /usr /share/doc/python/html/index . html”

MRBAPEZLHSREMT 4, BEA “man command” RECIEERBERIE,

pEF =
HFMIRFFRAXMEENARATIES MR, MRGEBERG—IHSHNERITH, FIUER “LANG=C"
C.UTF-8 EESIMENR B[RRI UTF-8 B/ E (B8M5E 81 ).

xR
Perl IEMRIATR (perlre(l) ). Perl RELEMRIAIN (PCRE) 1 Python # re HEREHIVENRIARNE —#
# ERE AL 2 T2 ERANT R,

1.6.2 EMFRIAL

ENRAXEREFSALIETER, BN shell BB, BEMEZRFERA,
ENRAXNERELENRN, ERBXAFFNITFFMME,
TFEFNXERFERFREXNFN. EMNERMEZENF, BRE M ERE , FAMMHEURT LA ATE,

BRE ERE TEMFRA IR
N . [ JTAS$* N . [ T~AS$* BARENTER
N+ \? \N( \) \{ \} \]| BRE B/ “\” BXTFEFT
+?2 () {1} | ERE MEMARTE "\” BXHITFER
c c MEEIETFRF "¢
\c \c CRE— "Fa=X ENFERF “c”, BE

‘c” ABRTFH
. . LEEIEFN, BERITH
A A FHENABRMUE

$ $ FREBNERAE
\< \< B AFRAE
> \> BUHPERME
[abc..] [abc..] LEE “abc...” FHERFES
[Aabc..] [~abc..] LEFRT “abc...” RAEFEFEMN
r r* TEEAHZA 1
A+ r+ MRE—%Z+
r\? r? LEEFENK— “r”
ri\|r2 rifr2 LEg—4 "r1” g "“r2”
MEE— “r1” &% “r2 %, HEIESA
\(ri\|r2\) (ri|r2) I IEMSS A

Table 1.25: BRE 1 ERE FRIITTFERF

emacs FHIENRIAXNEA LZ BRE {E2%E ERE FRITTFR “+7 # “27, HElt, 7£ emacs FUEMEMER “\" %
HXEL

grep(l) AJAMEREMNRIANRAITIERIEER,
Zid FIAF



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Regular_expression
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$ egrep ’'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

BR
S0 9.36 T,

1.6.3 EHRRIARN

WFEHRTAN, —EFHFERANS X,

BrRia BRAX BRI E
& EMFRAKXFFILERNAST (7 emacs FEM \& )
\n gi n MESHENRARNLENASE (7 BHF)

Table 1.26: BirKRiADR

¥ Perl B#RFAERKY, NEA “$&” MIE “&”, MEA “sn” MIE “Wn’,
=il AT

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]*\(.*\)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=labc2efg3hij4=

BRI XLEES ENRAXIER, URXERLEHNXAERNEN TERZINEHE R,
XL TE M RIATNE — Lo RAg 23 P th ] AR RB TN AR B XA,

7E shell BLITITRIIRBHT “\" QBB —MRITH (FRZAM), HIFLRBET—1THITE,
BEEAERXFMREIXLEGS,

1.6.4 ENREAANEFZER

ed(1) 8L FILATE “file” HIEFAEM “FROM_REGEX” Ei&m “TO_TEXT”,

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
w

q
EOF

sed(1) L EILATE “file” HIEFRERY “FROM_REGEX” Ei%py “TO_TEXT”,




Debian & Fift 32/224

$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file

vim(1) SL P LAUBEIT(ERE ex(1) S “file” HEFAEM “FROM_REGEX” &Ry “TO_TEXT”,
$ vim ’+%s/FROM_REGEX/TO_TEXT/gc’ ’+w’ '+q’ file

N
LERM “c” ST UBRESRERNEHITZERAIMIA.

SN (“filel”, “file2” #1 “file3”) wJLAER vim(1) X per (1) iBid IEMFRANHITHRMAI IR,
$ vim ’+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ ’'+q’ filel file2 file3

N
FEH “e” IFERRITHLE “No match” fBiRPEIE,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3

£ perl() flFH, 7-1” RES— M ENRXMANEREARE, -p” BRAEIABELEENX M.

N
EASE “-i.bak” RE “-i7, FJUEXHEEHRN “. bak” BRF, WFERNER, ZEBMERPIRES
=552,

=z
IE=A

ed(1) 1 vim(1) £ BRE ; perl(1) £/ ERE ,

1.6.5 MXAFHIRIGHIRZENEIE

TEE-AXAXH “DPL”, EEEHE 2004 FLAFT Debian IBMMSERFMNELBE, HUSEAR.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

R’
£ “Debian &52" ZREXEZHAY Debian NSMEH L.

Awk ZEWRARMNZMEREI S P IREVERIE,
I FIGIF



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/ch-leaders
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$ awk "{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ' ($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock August 1993

Ian Jackson January 1998

$ awk ' ($2=="Perens”) { print $3,$4 }’ <DPL # When Perens started
April 1996

Shell (140 Bash ) tha] BARSRAHTIX M4,
I FIGIF

$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

NE®S read A “SIFS” (AWEBHDBRRT ) PHFRRFITHIRM S 215,
WMEIRIE “SIFS” 4T R “:7, {Re]UATRIFHIER shell R4 “/etc/passwd”,
$ oldIFS="$IFS” # save old value
$ IFS=":"'
$ while read user password uid gid rest_of_line; do

if [ "$user” = "bozo” ]; then

echo "$user’s ID is $uid”
fi
done < /etc/passwd

bozo’s ID is 1000
$ IFS="$01dIFS” # restore old value

(WNREA Awk HEIEEIME, £A “Fs=':'" RREFHDEH. )

IFS % shell RN FNSHY R, wLBBRNEAT RNER, ZIASHIMAENSISHESISH, IFSHRIAMER =
&, tab FNIRITHT,

TBIEME(ER shell BY IFS %15, 3 shell FHIAN —SBE AN ENBAN, SRE-LEHFENE,

$ IFS=":," # use ":"” and ”,” as IFS

$ echo IFS=$IFS, IFS="$IFS"” # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 ATEEWSHI/NFERMA

THHHAEREEN -5, JTUM— LRSS,

£ find(1) # xargs(1), EBB1T shell FIXBEBES N LBEIAMER, ATURITHEES2MES, S0F 1015
FIE 9.49 .

LH{EA shell XERRTE AR R, BEEES— shell {IA (BRE 12.1 ).
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WAERER (E—1TREA)

ROBE

find /usr -print

HBE”/usr” THIFREXHE

seq 1 100

ER1F100

xargs -n 1 command

EREEIRNE-—TERER, EERTHS

xargs -n 1 echo

ENEETRE, AEREAND, 2RAS1T

xargs echo

ENEETRMMBITEH AT

grep -e regex_pattern

NEBEEEIXR, &% regex_pattern 917, REER

grep -v -e regex_pattern

IENEEER, NELEH regex_pattern 917, RRENHE

cut -d: -f3 -

EREEER, A7 PRIFE=JIRIEXR (passwd XHFF. )

awk "{ print $3 }’

CAERREANE=JIRNEX

awk -F'\t’ '{ print $3 }’

TEH ab BRI = FIRENE K

col -bx

WIFREEH, R tab ATHRHE

expand -

PR tab BEISHRHE

sort| unigq

HFANREST

tr 'A-Z2" "a-z'’

BRINFEERRAINEFE

tr -d "\n’

B ITERA—1T

tr -d "\r’

R IRIT I Z=TT

sed "s/N/# /'

EERTTEEN— % &

sed "s/\.ext//g’

ﬂm-”;/{]._tn . extn

sed -n -e 2p

ERE T

head -n 2 - ErRRAIEmIT
tail -n 2 - ErRmEmT

Table 1.27: EBaR LB/ ERIIARTIZR
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Chapter 2

Debian {4 B EIE

=z
/EE%

X

ERERMVRERNINSH: bullseye,

Debian @ —NERBEELA, EEY —HBEBBRENTRIEI_HFBEHMNEREFLLELN]
i%i@%%ffﬂ{%uﬁh{#\? HTTP #0 FTP B9/ X3Ki/A1a] Debian 1438, tBeIA{EA CD-ROM/DVD ,
A Debian HIEGBEEBR G RE SRNEETE (APT), CEEBERABIXLEIRE,

Debian XA BEERZRLSE, SEMEEM, AJBEAPMNEREXRAREN _H#HFRGBE R LS. WE, B 63210
ANETFTF amd64 ZRHIRVIR B,

Debian R BEERAABFENAE, BIFSAIHERNRIRAFEFNERGRERN. WE, BATHETIIMXLE,

« apt(8) BTATEMNRENMLITIRMF, Ba8RHENRR. BRIBRATE,

- apt-get(8) ATFMHIAPRIAA Debian RIFBDEER A, EXE apt ArIANBEE{ER—NEIEIED (BN FHIBHY
Debian R 4% ),

- aptitude(8) ERA— M REANNFREREE ST RIRGBFILRTAHIIRMGEL,

2.1 Debian X+ EIEIRRVAIIR

211 NEHBEERE
TFER Debian RANRGEEEN—LES,

* Debian BERAEERNFIELE, HADER, REQEERATS AN THEMEEILELE.

- MR ST EECHEENEY, SEAMERPED debconf(7) REMRMAFEVIALRKRITIE,
* Debian FFAEBIRHBEEMAE, RAOEIMFRERS —NTEMIARKRE.

- RAFEEAFUERRGETENSERINEE, EERANTRPSRANLEEGLTEXMEH,

- MRBFDRET —LEBRLREBMRS, MERETEHIXE,

- BRANEERTUBHAREERFNEA. XTESNATRAREENBRRITHIEFERT .



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)
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RG] AT PR L
dpkg V:932,1:999 | 6874 | AT Debian MEERHFEEREAL (ETXHR)
ST TR ErhEan
apt V:887,1:999 | 4337 FERAGSITEIERG BRI APT Bilm:
apt/apt-get/apt-cache
aptitude V:72,1:398 | 4256 | EAEFEGIEREN = IR BRI APT Ailm: aptitude(8)
tasksel V:33,1.975 | 395 FARZFZEFRERESH APT Biim: tasksel(8)
unattended-upgraigs;q 1447 | 326 | FIF APT MOBBHME, SEBHRRRLEH
gnome-software V:112,1:203 | 6559 GNOME &L (BIfZ{EEY APT Biim)
synaptic V:39, 1:308 7873 | EIRCHREREE LTH (GTK B9 APT Aiim )
. ] ] APT SEFHfERF: apt-extracttemplates(l).
apt-utils Vi379,1:997 | 1164 apt-ftparchive(l) 1 apt-sortpkgs(l)
apt-listchanges | y..oq 1019 | 423 | HEEFEENEETE
apt- listbugs V8, 1:12 465 FEEIX APT ZXa15IH™ER bug
apt-file V:17,1:79 90 APT RHFEEETE—aSTRE
apt-rdepends V-0, I:6 40 SEAEMIREIRETIRT T

Table 2.1: Debian 4 BIERE T YR

2.1.2 EAXREFEEIN
O =
RENIFAMESESHTRRERGE, TS iTHRGEan—&YE, XEEGRERENRASEMR, 4l

90 ABI 4mi¥38. ERRABREBIHUES,

Debian RAEE R P FNIZRIFEIRITLZELEH stable iRE, BNEER,
—INFARLHENE, BEER+5 7T #% Debian R4, FHEHE—LERE,

RIFE R T IR — 1T RIER

« £ “/etc/apt/sources.list” AREES testing T unstable,
« £ “/etc/apt/sources. list” BAREENER Debian FESERETEIE Debian FI14EE, #1390 Ubuntu ,
« REEY “/etc/apt/preferences”,
« RTINS LIRM, RAZEIEEXHITRGEEIE THENEIANT A,
« NE(EM “dpkg -i random_package” TRIEAIHEEL
- BARMEA “dpkg --force-all -i random_package” TEAEFEIIRHEE,
- REMIFRSIE “/var/lib/dpkg/” FREISIH,
- REIEN R ERZRNWIEFBERANH.
- MNRFEBNIE, BENIREE “Yusr/local” 5% “/opt” A,

LEiR%+ Debian R B EE R AMEVIT OIS BHIRREZME] e ERNRATIEER.
ARBEXBIESHIMRS B[/AY™IEN Debian RARREIRR, NMiXERTIMITARIEE.

- REERENFHF T ERMFREWEERITIRBNNN, SMAEMN Debian ZRIEMRGE (BELEEH )

- (MEARRERRBEMENRA R REK,
— Debian RAERAMIREEHTIFRIET 4,



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
http://packages.qa.debian.org/g/gnome-software.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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2.1.3 BEHEEE

VIR
@ WFREFRS S, BIUERTELZEEHN stable Ef, WFRRHITERERENSEHE PC h2EH
ik,

REFELE#HITTES, BHIEANHEMNFSIEEFRERLSITENR testing 3 unstable kR,

EFERATEMNATIES—NA, EHARIL TSR LM E RN PEE, FHikfthiAZ] Debian B9 KI5,

XANRE[E BEEENSmIME,

« (M testing kR, EPfrL, EE2BEMANA N, H Debian #4EEMN QA FREZRHMSKEIR, LLU0: Debian FH455E
. R EERRHEEE F1 EiRIRIEER, 7 testing IRPIVRE B E IS BB IME KBRS IEMIVIFE,

« f£7/etc/apt/sources. list” BMEIZRE testing IRMEMNAIKIEE ( BEIR “bookworm”),

s KIEEMRAEH—NEHE, XNERFRBSTHETHERE, AFNEFH”/etc/apt/sources. list” BAHXME
BRIFRAS, WFXNEH, Debian HFPFIFLEMETRE2IFNSERIR,

€M unstable \RERHEEFM, unstable WA LE FIXRHEEEE, ENEBNKEERAMS, SEEMGRE
EAWERXBERAHE, RE Debian RLEHRY unstable REXZSHFHREERTIERIRZE, E2E—LREE0)
&, FAREMNPH—BRRAE MR,

XBEE-LEATRGEREN, MRERREMM Debian IRHEEH bug FIRE.

« JBITHF Debian R4ER) stable REEEI S — M7 K, BILAMERFREBHITNEDN

- HfFLE CD ETHT #ERH

« BELRR apt-listbugs , XFJUEAKZFIHEE Debian Bug IRERR A (BTS) BIER
« WIRHEE R AEREIRIER B I5HY T BRR AR R 0]

- B EFEERT, TR EFENIPEXTHEBIRGE (SUE 76 )

* BT — chroot BREMURIMERBRIGITRINAL (SR% 911 1)

@ Ity

NRARTEMEX LB R AVMER — 4, BBIRE LT ER testing 70 unstable hREVES,

2.1.4 Debian {4ZEEM

IEFAM R R PRI ERES Debian 5,

VN
Debian H4EREE A HERME XS Debian IR X4, 55 2 E——Debian 45,

Y FBAAYEY HTTP ifla], R4EEEE “/etc/apt/sources. list” XEH G TEBRF#IEE, Fla0, I stable =
bullseye &%,



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
http://deb.debian.org/debian/
https://www.debian.org/doc/debian-policy/ch-archive
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deb http://deb.debian.org/debian/ bullseye main contrib non-free
deb-src http://deb.debian.org/debian/ bullseye main contrib non-free

deb http://security.debian.org/debian-security bullseye-security main contrib
deb-src http://security.debian.org/debian-security bullseye-security main contrib

XE, BETFERRKS “bullseye” RRBEHR “stable”, AR T—/ stable lRA&LHIFHIMEID,
“/etc/apt/sources.list” BIE XTE sources. list(5) F#HITTH#HIR, TEHR—LES,

- “deb” MIBMTENX T Z#HIRHEE

- “deb-src” MIBRITE X TIRICIBIRMEEL,

« E—NBEE Debian #4FEEME URL ,

« BIASHRKRITRER: ATUEREHEIRS.

« BEAFZEHES R Debian HRENBRIERETE BT,

IRIARH aptitude (ERVIRIERBEXMTHIE), “deb-src” BITAIUR 2bME (B EXHE KR
W ORBEIERE ), FXFTUILERRETTHIBRES, URL FIBLE “http://7, “ftp://7 “file://” -

R
WMRELRMBIFF, EAT “sid” K “bullseye” , B4 ° /etc/apt/sources list” H#9 “deb:
http://security.debian.org/ ..” XITMABET. BAEERTF “sid” (unstable) MEXLEMAIIEE
rE_o

T HEEREXAT{EAR Debian 55 FiE=AY URL MEAH RN SHIIR,

FHZEE URL EHR (RS) =]:§]
http://deb.debian.org/debian/ stable (bullseye) stable (bullseye) release fRZ
http://deb.debian.org/debian/ testing (bookworm) testing (bookworm) release fRZs
http://deb.debian.org/debian/ unstable (sid) unstable (sid) release R4
- - T
http://deb.debian.org/debian/ experimental %(%Sl;n;ngl)pre release R4 (PTi&, &
http://deb.debian.org/debian/ stable-proposed-updates | HF F— M 2EMARIEFT (01X )
:;tcligf;/cumy'deman'Org/deman' bullseye-security FAF stable release AL L EFH (BEE )
: ity.debian. ian- . . i v B (&2
http /{secunty debian.org/debian testing-security ﬁﬁ T testing release lRAMIZE (
security/ 2)
] ] . Fﬁ:_F bullSEYe EIJ i&EB{q: Ill.. %E\ IM g)t'
http://deb.debian.org/debian/ bullseye-updates i S e e T
RS 7
http://deb.debian.org/debian/ bullseye-backports i 3: bullseye FI¥XHTHT backported $RFHE)
(BIik)
Table 2.2: Debian F4ZRFEIAmFIZR
VIR

AETETEEHRNAFN stable release RAF] AR RENIZEM, B1TKS% stable release kR
ZFE’JiAf’-“FEJ.Zqﬂﬁ —LE3KH testing X unstable release RAMRG B S LLIE1TLIER) unstable
release lRABERMIME, X2E N EREHALE S, MR stable release H&ZIS'FT/J\EE’JEEE
LR FHNRIRE, BERXKEB bullseye-updates 1 http:/backports.debian.org (205 2.7.4 ) R
e, FERXLEREBRMMEAINID,



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
https://www.debian.org/News/2011/20110215
https://backports.debian.org
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AV

£ deb” 179, RREIIH stable, testing & unstable EHHHI—NEIR], WRREE deb” 1TH
JBB 7T stable, testing fl unstable Eff, APT BEFHNMITEREBSTEHAREBRNNERERSE
A, RBEE /etc/apt/preferences” XHHHIHMBEMRNIE, BENINRAZRBENN, (BEH
273 1)

RBR
3t FfEF stable # testing Eff#) Debian RLME, £ “/etc/apt/sources.list” FEEHH
“http://security.debian.org/” B—{TRABNEE, EEBRLLEN.

B

Debian Z2FAKIESIELE stable BMRENT LR, XLEITHR 5 EAIERN, testing H4REPIVERME,
R—E LW Debian MiXEZLHAMRIEE, HTF—LERE, XETHIEN stable HREREHLTIE, B FE
Z£1EHBIEIEM unstable GBI IET testing, unstable BIEEMNRME, KB MEFEER, RF4FN
unstable KEBBEELTFHEEFIIKR, BREFRNAT LARHNELIEE, BX Debian EMLELZLTRE,
BEZ M Debian £ & |0)0)81 ,

X1 nNEes= REBHERE

~ T 7 EE =X N
main 62089 Ji}é_lg?elzn BRREFEESH (DFSG), HEARMKHT
contrib 351 1B} Debian BERRHFIEE S (DFSG), EAFHT non-free
non-free 770 B Debian HERRHFIEE S (DFSG)

Table 2.3: Debian |Ft&X 15 ( area ) FIER

FPRBREBIBER amd64 2240, main XIHIE M Debian R4 (BRE 2.15 T )
BT IRAYN ST 2845 [ R4 22 E URL, XL URL 7£ dists Y pool Z/E R & HHEHRY, Debian B E RS #HE M KIHY
4B40

=/\o

RITHRATUREASRASRIEE, RITHRETFS XEPERIAMBEANRINIED, EFFASHXRALSEWMT,

A (8] suite = stable suite = testing suite = unstable
£ bullseye Xflg codename = bullseye codename = bookworm codename = sid
7£ bookworm &% /5 codename = bookworm codename = trixie codename = sid

Table 2.4: EHFMEHXRR

K S8AEES N Debian FAQ: 6.2.1 LARTFRITHILER S ?

TEER ™48 AY Debian #4EARIE, “EB4) section” X —1a4FHEHR N ASUHR D LEMWREE LR, (ER, EEEBS ("main
section”) iX —1a GAT & FARIEIA Debian HRXH, BA” main EE” BX1F, )

Debian %% (DD) X LERHEE unstable HHEE (81T incoming &18 ), EUIAER LENREESHEMH
B9 unstable HEREPHEHRGFERS.

R DD MEITREZNEARFNXMERHE, XBEE KA Debian AL EBMEHINREHITRE.

£ Debian HEEEIFHIAIGIRE B unstable HRERNE testing HEER], HEELIFPMARNNICER 8
(£910 X) FRHEEH RC bug |EVRE, EEIXBRENTFIUMRIN testing HEEFRERE. XMtz
£15 testing MEEIFEIEMWTTA,

BITHE BRI NSRZE D REERENTRE, H#iT-LFINTM, £ testing MREXRL—, L. AE,
BB testing HREMNNRBAMO LI stable $HEE, FHAMM testing HEECIEFINIBEM, Y
testing MEERVINNEMIF L MR stable HEENABTTE2HEE.,

unstable f testing HREEAIEZER H U T/LMNERSBEIIGISEI)EE,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ftparchives#oldcodenames
http://incoming.debian.org/
http://lists.debian.org/debian-devel/
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- BIRHIR B EEEIERE (SRF unstable )

- ERESIHRGEREEE (20T unstable)

- HEEEREESEIE (testing #unstable )

- FHTFHERE, GINBRRHEE (BRTF testing ) &,

FEE, SARMFREERXLEERE, (RRIZEEBIES D ZXLELR P /NEFE,

AV

Y stable REALRGBREN/LNA, ASBREREAFPNIZERFTELEENN stable 3R, BEf

{I1@EER unstable 5K testing #4EE, EXMLEHT, unstable  testing EERES
A, {RfEA unstable BREMRARBEFFREFNITERSH, BhE

K2

FEZZOVRGEHKEF

BITE, testing BMEREAKEH, ANEBEBIEELRLIHMN stable HEREMEIAZ (Debian
testing K25 2008-12), — M AEGEMNEE, MRIRFMESIIE, unstable BEEKIFAIAER,

TN

PR testing HRER, B—PEBRMRAESIENEIEREIUZREK unstable HEEPHEENREE (B

1€ bug ) KRR,

PUSREEHIE B . Debian BUEESCH,
.+ 85

L RSER

ERRY

- REBIRGE

2.1.5 Debian £ 100% FBE R
Debian &2 100% FIEHB#E, Ei:

* Debian BRIARZXRBHRY, XIEETHFHER,

* Debian #£ main AR RIZMH B BRIRH,

* Debian I HIE1TRE main BB RIRME,

« £ main PRVRGEIEBHKEITE non-free X contrib FRYRHEFE,

BABMERNINBENSELREEETE.

“Debian 451848 2 100% BB HHE", (Debian #1E$3249hA95E—5%)
+ Debian fRZ 88 LB —LE non-free ¥ contrib ¥4a,

EATIRE, ZHRFE.

+ Debian RAEE 100% HBEH, HEEMRHEEAITF Debian fRZ25HY main XiF,
« Debian R4 ZIMNIER BT Debian ARSZ 2880 non-free Ml contrib X1,

£ Debian #LE$32£90958 4 SRFN5E 5 F[IXHIT 7 RAAIRERE



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
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- BIMRHEEEBATVAFRBEBERMG

- BNBABRMNNAFPRERRGHBENZIEMSE. BRI LEEEMNHAE, BIEESHITENEPSHH
MNEAPENRMFER, FATARITE Debian R4 LERIEBBARGE, BATEAZSIXECIERFERIX S0 4R
APEZENER, BIRFHA, FEERNNAEMNEET, HIEEHE Debian LB RAEEEHR, B TiA
;&‘jii“éﬁﬁ\, BTG RMEND. SHREN. 100% BBEIRG, MAMINEFR]EEFE XL EERERR

IO

« MEEAER A SHANIB AIEIE

- BAAT, RERNAPFZEZERANNS Debian BHERGESHHIFR. B 0XEER, ERMNOERE
REHT “contrib” LUK “non-free” BR, AXLAFRTHRHEE, HAET Debian RAREE(IEREE
B PJBATE Debian F{EF, Ffi1ERRIyE R HNER FIXLE E R TFAVRAIIFRIE, UHBRINRETUAELEH A
1TIXLERR A, FRCA, REIFEAMAFHIE Debian KA —E57, FANIIHFENNER, FERNTHIEBBRRG
R T AHFIR (EWNIRANMERFEIRER R A AR BB FIR),

FAFRZ T ##EF non-free M contrib PR EMEEE AN :

s FEREUMNRGESLXEER

+ £ Debian W BZH (I XLREFBTIEARIERFE, Debian NEEHITEERIZHE, )

« 75%4{R 100% EHHHAY Debian &%

Debian B H¥X {438 S /5%t J9 Debian 1237 T B RGN, Debian WiREGFBRRIREM T &I IZVER, 88XH. &
4. EnFERZEIE, iX{E18 Debian B R EIREIEE =18,

BRI non-free # contrib MEBEEE 7T FIELEMBHD RHVREE:

« FEGNU Free Documentation License FEIX B, BEALTME 57, L0 GCC 1 Make By, (KB HE I LATE

non-free/doc #2l.)

- BEEEIRNEBHN THEIBENWE ARG, FIINESE 9.10.5 THFH A non-free R EL, ( BIF non-free/kernel

5. )
« ERFFEIREE, W ERF/SRNEEXHTT TR,
&2, non-free # contrib #HEHBMEE LT main EFEH 2%, iFiAIE non-free # contrib FAALIE

MR ERKRIR, £ aptitude(d) WERREXNFEAI UM TR WHANTEEHES], AJRILRRERERE
EANERIHVIRAE, REMFRNRARITER,

2.1.6 RAEBKEXR

Debian % 45181 B2 6 X HFER PRI AL ZH BRI B IR REH - RO ZEGREGEES, TEE—LENN
BT TE Mo

- K"

~ BYHOMKE, FIETEXEIIH ARG SBL AR SRR,
> R

~ MUF Depends, BIIHNRAEBBTRIIRHRE,
g

- KERF—AR, BFRENUKBER. XASHAPFREBENE, RIEEXBIIHNAEONEERE,
<RI
- BB, R BNOAS BAPTESMREFINREOTRE, BREEIHTUEE LN,



https://www.debian.org/social_contract#guidelines
https://www.debian.org
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+ 183
- HERA-MEREOBENLR, TREBLR,

© R

- R MR OTRE LERANSE, —RNBATSAR R RIIHAREREE,
. » yhzE»

- XREATENNTRE, HTREXMREOUTBRAETHNRAEE,
-

~ RN RBIX R BRI DRI,

>R

- REAXNMRGELRIR HAT SRR (4 B PR B B9 SO T BE,

ES=
HiEE, EE “Provides”. “Conflicts” 1 “Replaces” EXE—MNEMMREGEE—NEENERE, XHBERT
EEA— e EREETR—MEEZENEMNEERGE,

BERXBAE X RIE 5 E XALTF the Policy Manual: Chapter 7 - Declaring relationships between packages,

2.1.7 BEEMEHER
X2 APT BHMRGEEENESESERIEE,

- B (“apt update”, “aptitude update” B “apt-get update”):
1. NZFRERERENERETHIRE
2. EEMEF APT ERAMAMTEIE
- A% (“apt upgrade’ %l] apt full- upgrade”, 3" aptitude safe-upgrade”fl“aptitude full-upgrade”,
gy “apt-get upgrade” 1 “apt-get dist-upgrade” ):
IRBIRIERRA, EMTENRGEEBEHRERIIEIARE (FISNSIE 273 1)
. BBRREEAEXR
C MRRIERASELRMBRAERE, SMETEHEEERINFTERN EGIREE
. BB EIFTIRENRY B 4F B
. 1817 preinst fiA&
. BRERIHGIX G
. 1&1T postinst BIA&

N OO U AW N

%% (“apt install ...", “aptitude install ...” 5{#&”apt-get install ..”):

ERHSITRIHANE

R ELREI X &R
MIZFERR S5 28R BN E 1k I B
iR B1 FTIR BXRY 3 Hl3R {48
i&1T preinst fiiZ
LRGN

1&1T postinst fl A

NS”P"PW!\-’!—‘
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- %Bk& (7apt remove ..”, “aptitude remove ..” 3{ “apt-get remove ..”):
1. EEGLSITPRIIHME
2. BRRURHBIRIXFR
3. i&1T prerm HIZA
4. BRELERNIXG, BRTEEXH

ol

1317 postrm FiiZs
« 7Bk& (7apt purge”, “aptitude purge ..” 3% “apt-get purge ..”):

ERGLITHIILME
R R BRI K R

“—

1B{T prerm A
BRELZENXHG, B8REXH

“—

11T postrm FIA

ok W

X8, ATKE, HEEEBTRAHET.,

2.1.8 WHEEEO)BAYE—NE LN

RRZIENE M RIE 5 X4, 58 — MEIEAY SR Debian ¥ EM“/usr/share/doc/package_name/README .Debian”,
R tBNiZE 1 “/usr/share/doc/package_name/” REIEHEXE, WRIFIZE shell B3 1.4.2 75, HAT

AN
AR Yo

$ cd package_name
$ pager README.Debian
$ mc

RRTEERBREL “-doc” R4 BRI R IR G ERKEFAER,
MRFAEER—MIENRA B EIL T B, —EEE%ILE Debian bug lRIFRZ (BTS) Wid,

UG e

i =z 7 ;
];e%lanbugﬁﬁﬂm,%ﬁ(BTS) y sensible-browser “http://bugs.debian.org/”
REBBHEHR bug RS sensible-browser "http://bugs.debian.org/package_name”
bug Z"= B2 #1RY bug IRE sensible-browser "http://bugs.debian.org/bug_number”

Table 2.5: ARG ER B 0] A EZE Mk

AT

R Google 2R, EXxBFHER“site:debian.org”,“site:wiki.debian.org”,“site: lists.debian.org’
joragaray

S ~Fo

HIRERIE—1D bug IRET, EER reportbug(l) &%,

2.2 ENRGEERIRE

£ Debian REPBFSET APT WRE B EIE T Er]UATE Debian R4 L #HITET CENREAEIRIRE, EXE,
BITEN B 3 HEANREGEEETHA: apt,apt-get /apt-cache flaptitude,

WFERRGELRAEMRAGETRIEOREEEERERE, FYIE root R,
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2.21 aptvs. apt-get/apt-cache vs. aptitude
RE aptitude RIFEEXEFERAN—TEBHHRIETH, (BIRNZIE FIER:

s REIWEHIRAELMFTE stable Debian 24t E{EF aptitude S ¥RFITEMANRAFL,
- BIUEA"apt full-upgrade” 5% “apt-get dist-upgrade” R#FITIXMEIE, S Bug #411280,
. aptitude HLHERIEART testing 3§ unstable Debian ZRAHRER K EWRAEE,

- IMEAMFRTHSNAREER, BAERR.
- RUFA S HBEHTRAERIRBEEFIRG BRANRESMR, I3l gnome-core,

- BRRXAN R, PJLATE aptitude MR BEHIERE “BUBSMITHNME", B aptitude, HEM “apt
full-upgrade”,

apt-get fl apt-cache EREMMET APT WRKHGHBEEETE,

« apt-get #l apt-cache RigHta<SITHARE.

- apt-get BHITERANERAARFRIENREETLR.

- apt-get BT — N BARHVIRMG ELRFN AR 2R,

- apt-get WEHHFENERAS., EHEELVHAFHAEGITEEEIR,

- apt-cache &t 7T — tREMNENRANRIERR G B R2HFNHER,

- apt-get #l apt-cache AJUAfERS /etc/apt/preferences REBR GBS MRA, BiXIEEEDI,

apt FER— MNHETHRHEEENSRGSITRE. EEA LR apt-get. apt-cache FMEUGLH— MR, B
Rt AHENLIRAFRENRE, ERXABATRELEERG N EAIED,

- apt TEEAFEA apt install KRUEBEHRT —MRIFOHER,

- ERINRETHRGEG, apt EEIABIBREZS . deb 3EEL,

"R
BIVAFERIN apt(8) ST AT RXEAWERIZR, M7 shell BIAR{ER apt-get(8) #1 apt-cache(8) @

<o

aptitude ML ERHBEANET APT WRHEEIETHE,

- aptitude BRI T —N2EMNRERAXERAFRE.

- aptitude EHHRHE T -1 HSHFRE.

- aptitude REATHERGEEE (FINKEEZRRWRGENERTHANKGE ) NRSELR,
- aptitude WHEHHFNERES., EERESNRATFHAGITEEER,

- aptitude Rt —MEEIENRANRIERAEHNREBTHIE,

- aptitude FJABEBREGBENZS MRE, HEARER /etc/apt/preferences, X&2+HEM.
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apt-get
N aptitude |/ .
apt &% B apt-c cll?i‘eﬂﬂ
BiE
aptitude apt-ge 5 R == =
apt update chdate | b o E R R TTIE
aptitude apt-get
apt install foo | install install&E “foo” WEBIMRIER A UA K ERIAKE
foo foo
aptitude apt-get—ye —omus o . ke
apt upgrade safe-upgradapgradeﬁ FELTRNREBIRIZREF EABIREMEENRER
apt aptitude | apt-getREELZENNREFBIERZRE, FEEZNIESBREENX
full-upgrade full-upgraddist -up§de
aptitude apt-get
apt remove foo | remove remove ¥k “foo” MHE, BB TEEXH
foo foo
apt-ge [ [
apt autoremove | N/A autore;%lhé;rﬁ EMNEMREENREGE
. apt-get
apt purge foo aptitude purge | &k “foo” REFBHIEEXH
purge foo foo
aptitude apt-get. Ao
apt clean clean clean RBEREMCENREGER RS
aptitude apt-geta,a A S, e =
apt autoclean autoclean | autocled A S P ARG BRI B B
aptitude apt-cache
\E' AN " 2 -I;I-n,\
apt show foo <how foo iggw BR “foo” RHEBHIIFA]
aptitude apt-cache
m
%p;_%earch IEM search search 2RI regex HIIREE
= regex regex
aptitude % - 450 DA ST s 2 S
N/A why regex N/A FEFRILEC regex RO BLA T B R AVEE
aptitude
N/A why-not N/A FEFZILEC regex MR EIAM T RMIRE
regex
aptitude apt-mar
- 1lqg FhZr A ah Lk
N/A %i'l’::' Showmaﬂéﬂ%?ﬁﬂﬁaﬂ’ﬁ)\#@

Table 2.6: {#/ apt(8), aptitude(8) 1 apt-get(8)/apt-cache(8) M&<

TERRGEEERERF
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22.2 @LITHMEMRABIEIRRIF

THEZMERM apt(8), aptitude(8) Ml apt-get(8)/ apt-cache(8) Ma L ITEARFEEERIF,

apt/apt-get #l aptitude 8E#5/EH, &B KO,

“aptitude why regex” ®JLAiBiL “aptitude -v why regex” FIHESHES. XMHERTNBET apt
rdepends package” 5 “apt-cache rdepends package” 3XBY,

Y aptitude MLSEGBLITRATBIMEFBE T —LE@IA (FIINREGENR ), FEIUEZFIRRFERT “e” §#t]
B2 FEIRRER,

=1

2 aptitude MLRM TFENINGE, FIIIERNRGEHENE, BEENSXREESKT (NTHESH) — LR
¥, 90 Bug #411123, Bug #514930 & Bug #570377, 3NE%EE0], iE{FH apt,apt-get # apt-cache &SR
B aptitude &%,

{RETLATE “aptitude” BE{ERMGHSIEIR,

AR LIE Gl

-s R Pl

-d NT&, THTERER

-D EBRNEEMRE, EREEaIHE

Table 2.7: aptitude(8) FEEMFHSIEIN

FEZARNESN aptitude®) FIF “/usr/share/doc/aptitude/README” #9 “aptitude FBFFHR",

2.2.3 aptitude FIRXE X EMR

EFEAREANRAHBERE, FrIUETEIRFEMREERNEE aptitude,

$ sudo aptitude -u
Password:

RIS EHERESEENABEE, FMK BN 2R ERREE IR aptitude FEREEME "~/ . aptitude/config”,

N
Qq’%ffﬂ?@\ﬁﬁ root WECEMIEERZE, ATUATE L EIGI FHER “sudo -H aptitude .."fX&“sudo aptitude

o

®R
% aptitude UARERNBHN, KEMREFRITHNE, WRERER, HeIBLUBETRE: “GiE" - “BUH
SHITRINME" REVHE,

2.2.4 aptitude FYIREELIE

E2FREX TNRRGERSINRENFIZRINT,

AINBE SBOITHREXGHEM, hWrIl@dR “17 & “/" ZREXRRRR FEA TR aptitude IENRIA,
aptitude IEMFAXFTAEA “~n" FLEERREBBHIFR RRIEHLEREE BT,
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RIER BEHGIETNAE

F10 8 Ctrl-t ]

? SRR (ENTEEE)
F10 - B - AFPFMH EREAFPFEM

u BFMRGEERERE

+ WCZIRFEILAEA R T =
- WRCZREFEICMERRR (REBEEXH)
SR EFEICUE SRR (BREEXH )
BREERARFRE

WRCFr BRI AR E (NfENE full-upgrade )
FFig THH TERMEEE
BHZAAHRGEEE
BRHZFEHFAREE
EERHFENEER
LSRRG ERPEF
ESNENE—1TRER
E8EF—1TEZE

nter

(o3 |

1IN = om x|l Il

Table 2.8: aptitude FI1Z TGP E

N
MBEAFIAMRERRT V" BILABNERXRREEARETTAKRE, SNIABTEPHREEN-L52F
RH KX R BV B BEMR T+ R B AT AR AR AN,

2.2.5 aptitude RX{EGEME

aptitude(8) £2RFXREHENT, REFBINRENKEESE TEMGIFIHE R R,
idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

ZITHWNERBRZ XN,

CORD” IRE (E—AFER)
- CIET RS (BIATE)
- “BE S (BEAEE)
. BHEEH

C R CEMET RS ENSL
- B LFIIRE

. RE-EE AR

"R
BRIATERBIR R R B T RIRETIR, & "2 NeESPRERBER.

] AR ARIE R BB H BN A EEIN (S0 apt_preferences(5) #15 2.7.3 T ),
REBMERTLFERE AT “HE 7 KBTI,
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E LEfER

REEHE SIER 2.10 (ZHN)

REEELS I EEERERTELTRINEE

TEREETER AR EMITHREFE (AFENRER)

Debtags MIEzS FH B debtags FH1T77 KRG E

TR AE FIHABERBRER D HIRER
Table 2.9: aptitude fi[E]

EE

EREENFAL# A debtags FRICAVIRIFE !

e “REENE" 2EREBNGESHEE —LMIMNIEERN dselect BRK,

ES A E L
AJFHERER R & section - area - REBNINFERITHREE
AR ELE
BERRAEE EE
RERRAFE @£
 TERRFIAE A AR A B @£
EREE SR TN EERTER A B
BEE E— TR EESRNAREIEERNRAE

Table 2.10: M EREGBEMEIRY 7 HE

BN
AR E P AR R A (REESS i b R ARV L,

2.2.6 aptitude =7 EIN

aptitude £t T JLNA] PAGE AR IE N RIA T SRIERIR A BLAIEI,

+ shell 55 $1T:

- “aptitude search ’aptitude_regex’'” JIHZEIRE. RESIMFLEREGBHIBIEIR

- “aptitude show ’package_name’” F|HIREEHIEMIEAR

- ERREHEL

» B BABR Y ILECAR 4 BLAI AL E
ERILECHIRAGE

' [AE R ILEC A E
TEHT

TEHLE—

3

|
23254

R’

F{I& package_name WEFRABBMIBHFNHLE, FRIFERU~ FAMIEMNRIAN,
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¥ RILE A A NAUESSY
- LEREBEBR ~nregex_name
LECHLA ~dregex_description
MECREFERTR ~tregex_task
ILES debtag ~Gregex_debtag
LA 2RI E ~mregex_maintainer
ILECER FFBIRY section ~sregex_section
MECREFBRIRAE ~Vregex_version
ILECHEERE ~A{bullseye, bookworm, sid}
LEEKIR ~0{debian, ..}
LA e ~p{extra, important, optional, required, standard}
LN ERREE ~E
ECEFIER G S ~v
ECHFHRIREE ~N
LEFRITRIENE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
NEELRRER ~1
METE A MENELR=REFE (Baik M
FEMREE )
MEATE ARENEERNREE (BE i1
SUEEMREE) '
NEELZRFAHZFTARNREE ~U
LR E MR ER BRIV EFE ~C
NEERBR, SRR FIBRIRER ~g
MECHEIAMRFR R RV EE ~b
ILECHEIR type KEAR REVIRGFE ~B RH

ULEC pattern BB type fkEH X Z

~D[EH:] &K

ILEC pattern I BEIRIFE] type RE K Z

~DB[ZEH: ] &R

ILECRER T pattern FREFBLAY type AXERRIER
“Ha

~R[EE:] &R

LECHRER T pattern EREFBIREIRET type AKEH
M EE

~RB[ZEAY:] &

Bl

LN

MEEECEZRRFEMRBIRRAE ~R~1
NEEBREECEL=RAFEMRMEVIRE || _o .
NEHEEEZXRFEMEBRENTRD | o, |-R 7 :~i
TLES pattern \TIRRA Z IS VI B ~S diE 'R
MEMBERGE (B) ~T
ALERFER (KD ~F

Table 2.11: aptitude IEMFRIXZ
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2.2.7 aptitude [ENFRIAR
aptitude IEMFRIATNEE mutt BIFRRE ERE (2015 1.6.2 T7), aptitude ERRISIRILEEMNY BT,

« IEMFRAXERIR ERE, FRER egrep(1). awk(l) 0 per 1(1) X ke BR R A4 2 Unix YZKIEE':FFI'{%FE i u,\n “oxm u$”
EF=EEN.
s (KFHIR R type B—MIFENVREFEME X Z ( depends, predepends, recommends, suggests. conflicts, replaces, provides ),

« BRIAMY type kX R 2 “depends”,

N
3 regex_pattern AZFRFHER, B EGSFEAMN~T,

THEHR—EREHN,

« ”~Pterm” ==”~Dprovides:term”’
« »~Cterm” ==”~Dconflicts:term”
« ”.~W term”=="(..|term)”

Hﬂ)*'?n,.,\muttﬂ’ﬂ'ﬂiiiiﬁ?%,%muttﬂﬁﬁﬁ'&%ﬁ?%@iﬁiﬁiﬁ% S “BPFEM"/usr/share/doc/aptitude/README”
iy “SEARCHING, LIMITING, AND EXPRESSIONS”,

IR

lenny FRARY) aptitude(8) B, FRIKIBNIEE, HI0 “?broken”, FAEMRAXPEIUAREN HEIRRIE
B “~b", METHRFF “ 7 WIAARRTIERFR “~7 MBS —IPENRARNLLEFH, FNKEREBES
n “RAPFH".

2.2.8 aptitude FI{KERRER
MRBIHEE “F1o - EIN - EED - EELBRBXR” #FTHENWIRE, MNE aptitude FEE—IMREGE

B, ™MXEBHE “Depends:” FIRAFHIRGEIE L, “Recommends:” FIRAMKRMGE LML L, 7 aptitude
T, EENRENREGBERNBZTERNSENBIR,

aptitude <& HIEH “BEITR" THMREHRRIIET apt REEFH) apt -mark(®) H<HKIRE,

2.29 HREBEMNMAE
{RETUATE B S B B 0B ETh A £,

X S

/var/log/dpkg. log dpkg REVRFEENHE
/var/log/apt/term. log WA APT J&IHE
/var/log/aptitude aptitude m<EMHE

Table 2.12: BB ENHEXH

BXE, REAILEET ERERSERNER. REENHESNE 939 T,




Debian & Fift 51/224

2.3 aptitude 2{ESEHI

THERE—L aptitude(8) HIRIESEHI,

231 BEENRANLERGERBHRILRAEE

THEHMGRESIH T BT IENRIAN LR BMRI LR 6L,

$ aptitude search ’‘~n(pam|nss).*ldap’
p libnss-1ldap - NSS module for using LDAP as a naming service
p libpam-1ldap - Pluggable Authentication Module allowing LDAP interfaces

XM ANEXFRRGERHERSE,

2.3.2 fERIENRIATILECN

£ MRTRGEINR PER” Y BREE, ENRIAN~dipve” F] ARG L AR 4 fid, ARENMRRE
£

/Bho

2.3.3 EMFECSMFRIRGE

REERIRFT B E BRI BRI RIRECE X,
REUTHRSHER,

# aptitude search ’'~c’

WMRIEFIAFRT B AVIR G BN SRR, BT THL,
# aptitude purge '~c’

] R B R BRI SRR IFE I TR E A=,

T R AenE” ER 7 BRRAWAENLRER ~c” , XFRXITERHEE, thil, » BREFNSFZEEE” . BN
BRLECHRAG B AETNENE EER [ B,

LA “REZNE" BA 7, SARETHREERELEENRA SRER, EEAAER ="
SRR ERHHIRIR A B B R R A,

EMBEAGEZRAEERT TS EbaG<R,

2.3.4 ARBMNIFHNERIRE
THERIBRREEN BN/ ENLERSNAGE (FEERIE aptitude REBDEERZE )W

1. A root AR GHEHIEIT aptitude,

2. AP S EHFANREELIR, U SMICAERARNKREBUARTHE, " SSBERIRERTIR,
»g” BLHITAE R FHRIVRE B URITHR,

3. 8F ‘U7, HMA “~i(~R~i|~Rrecommends:~i)" RERHIRAHENETR, BT ‘M K "BLRREE" B
RSB ABNEE,

4. BT “17, #4A “~prequired|~pimportant |~pstandard|~E” REEFIREEMER, HT “n” B B
TRUEER" HRSHAFNELR,
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5. 8T “U7, FHAA “~1i1-M" KRRGIRGENER, £ "BERRRER” LRT 7 KEIEANREE, &
T -7 BENBRK,

6. T “17, H@A “~1" RIBRHIRGENER, ZEE “REE" ERT “n” BHRERGEMRICHFILR.
7. \BH aptitude,

8. Froot HBFP#{T apt-get -s autoremove|less” &%, REEENRLEREBETLTBEE

9. ERERATER aptitude 2F, A “‘m” SLIRCAEZMRMGEL,

10. F root P EHM{T apt-get -s autoremove|less” I GEREEBRBRNETEAERSEHCHAE
EERPRAVIRIF L,

11. F root BF#I{T”apt-get autoremove|less” S RENBRABEENREE,

EIRFTRENITH Tasks” £, BIT"m” (SR —NeliEMVRF, BIHMEN THILERERAHBREFHME R LI,

2.3.5 £EMARKZHK

FE

HRTB R R ITIRERE, BRI TEATHEIANIIME, Debian 2rIHELN, ERIIERMZEEAFNE
KIFMNRG, XA THRNESEBREFNREEREMNEIEMAISHREGENTEESR, SR, EMEB A,
RERZIRH AR M TEBNE ), HICEBIZeNttAE (EEF 102 ), “H" tEBENBARENSXMS
Gh—ANBohI, RELIMFEFRREVHA R,

fRE]LAIBIT T /etc/apt/sources. list” WABEZIBEAFN L ITHRFAEMU G ERJITRAGHNESEHE,
SRIG1E{T’apt update; apt dist-upgrade” @<,

M stable AZF testing 2 & unstable, {RRiZA”bookworm” sx&”sid” &#k”/etc/apt/sources. list”
XHEER”bullseye”, SEFE 214 1,

XL, AT EREERAEZT I, RrlERiBR —LEM, TERATREBWKBIEE. ARhZENER
K, (RHAERTEEIBE R IR T TIa, RHMIBRY stable WERIFHEY stable, {RR]PAZEE Release Notes
ARERBEENPSREM, RRIETEERVRL FRG,

HEEEXNRMZAE], RREBMERIH stable IBEHFELRMHEY testing, XERH Release Notes BJ LAFEZ{R,
£RI— stable KL/, stable RITHRIRIGELRMHY testing RITHRZBIMERAJREZ 1SS KERT hfE
BARRATFIEMNESR,

Efﬂgﬂﬁ%éﬁﬂﬁﬁﬂlﬁ, {RROZIZTERVRIF, FERR R MBRATIR P IRV ITEZ MRS REREYE R IF L ER
1. EESRIA “RITUER",
2. EMBINRE (LHRBIENEERSE ).
3. 3 bootloader 1A T BB R, FiAMIZH RIS SN EMIITFHEN
4. BRBHAZ LHRAF,
5. A script() ieRFARRIITIE,

6. F “unmarkauto” L RFRBREEMRHEE, FlgN”aptitude unmarkauto vim” i Xasd 2FRBALEERR
vim X PNREERY,

7. AT BLREBZERTRESLAENHR, NZRERVEZRNRAHEHHKE, M, BIRFEIMEZNRY
(25

8. BkR”/etc/apt/preferences” 34 ( 2 H apt-pinning ),
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9. BB —LLMFALK: oldstable — stable — testing - unstable.

10. Ft¥»/etc/apt/sources. list” X, EHIEOFEEEAFIZIT aptitude update” &<,
11. AEMNREED, BERFM core packages, 4 “aptitude install perl”,

12. &fT’apt-get -s dist-upgrade” &< RIEEF RS RIS,

13. &x/81Bf77apt-get dist-upgrade” &%,

VAV
£ stable IREFAHRAVEHER, BkidEZER Debian Z1THREARBEER,

( : ) \Ey
ESFIN “R1TFM” B, GCC. Linux W#%. initrd-tools, Glibc, Perl, APT TEH#%%, 5—LXFZRS
2EALNEETEE,

XF unstable REFIEHEHEK, EFEF 243 T,

24 SRNGEERRF

241 mLTPWSHRGEERRF
TEIIH T —EHTORGEOERRME, XERENT aptitude T FEHKEERAMBNIEE,

=
WF-—AXHSRMHRGEE, RATERE X —Eﬁ@?ﬁ;’i%ﬂ%# Blan, A “dpkg -L
libglib2.0-0:amd64” R%H amd64 5 7f’JE’J libglib2.0-0 REBHINE.

Ny

@ RBEEIEANZ /J\Ib\ﬁﬁﬁﬁﬂﬂ’ﬁ)\ﬁ:'ﬂlﬂ (540 “dpkg -1 .7 # “debi ."), ENIASBEMLIEFE
FEREEBRE, dpkg BIRRSITIEIN “--force-all” FEMAED (20 dpkg(l)) REARFEF. &E
T2EBEINMRIMEAENSBIME BN RS,

HEBU TS,

- FTENRZARENE KRG SEHFELU root BT,

. 7FH$1§%E)""J%%LTE’J aptitude (2M0%F 162 1), HEMNREHBEEEHSERZELT shell glob HIBRF
(BNE 156 T),

- apt-file(1) H apt-file }EBIRM, HEAFELBIT “apt-file update”,
- configure-debian(8) H configure-debian & EIRHE, EIB1T dpkg-reconfigure(8) ARG,
- dpkg-reconfigure(8) £ debconf(1) {E hRIHEREITIREBHIAS,

« "apt-get build-dep”.’apt-get source”#1”apt-cache showsrc” S HEE”/etc/apt/sources. list”
RTEE"deb-src” % H,
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A
AR<

BfE

COLUMNS=120 dpkg -1
package_name_pattern

JHERRRAEBMNIIRATHRRS

dpkg -L package_name

ER—TEXRAKFENRA

dpkg -L package_name | egrep
"/usr/share/man/man.*/ .+’

HH—NERRRAER man FHTT

dpkg -S file_name_pattern

IEMEXHFRHIELZRRFE

apt-file search
file_name_pattern

S HEERER LR HRMRGEe

apt-file list
package_name_pattern

HHERERLENREENAT

dpkg-reconfigure package_name

EFECERGE

dpkg-reconfigure -plow
package_name

B RIFMANHGNRERLEER G E

configure-debian

L,lé FXRENEAEFLEERGE

dpkg --audit

BRERVGENHTRE

dpkg --configure -a

EEEFFE PR R RIRFE

apt-cache policy
binary_package_name

BR—ANTHBIRE BRI ARE, RERNERERR

apt-cache madison package_name

EH_K—AEAFF"J PREFESNEEI RS

apt-cache showsrc
binary_package_name

BR—ANITHEBRE SRR REEER

apt-get build-dep package_name

”“***’JE? A ELFT = 2= RUER A BL

aptitude build-dep package_name

TRMERGEMEENRAE

apt-get source package_name

(@I EE= DM e

dget dsc XFE) URL

(REESEE ) FTHRERERBRER

dpkg-source -x
package_name_version-debian.revis

NERBREEES (“*.orig.tar.gz”
ion.dirian. tar.gz”/”*.diff.gz” ) HPRERNAEKN

debuild binary

AFHERR R PR ER B

make-kpkg kernel_image

ARZERBHFEE— ARG E

make-kpkg --initrd kernel_image

HBAT initramfs FIAZRRBRFHE—TARREE

dpkg -1
package_name_version-debian.revigio

1#tar(':h$é%%ﬁ”¢ EI %zﬁq:

apt install
/path/to/package_filename.deb

TRAMRGBIRED, RNZIXE BRI

debi
package_name_version-debian.revis

FERpRRa

dpkg --get-selections "*’
>selection. txt

f&7F dpkg LMV GELIEENRTER

dpkg --set-selections
<selection.txt

echo package_name hold | dpkg

--set-selections

A dpkg 4%—4\51\#@8"] EEIRSIZRE D hold (1BE
Fraptitude hold < BF >7)

Table 2.13: B IG B EIRIRIE




Debian & Fift 55/ 224

« dget(1). debuild(1) %1 debi(1) EZE devscripts HEE,
« 8015 2.7.13 HEFEH apt-get source” HITE (EiT8 ) TIL,
+ make-kpkg S EE kernel-package BR4E (SM3E 9.10 1),

- BRAITESNIE 129 1.

242 WIFERPRGEBNXG

B2%% debsums G ERY, BEER debsums(1) #3% &8 /var/1ib/dpkg/info/* .md5sums” X4 Hf) MD5sum
B, RIFBETENWXE, 805 10.3.5 TRHES MDssum 2 EHTIEHEE.

JED =
&9 MD5sum $EEEFIBe i@ A B E R, debsums(1) fEARETEERABR, M TEATREEREESMIE
HIAE DA B R AR ER IR IE R I IR R R AR Y.

2.4.3 BG4 BEIPE

Z AP EREM unstable, EAEBMPINENRGE, EXSERRKAEETZEEI™EMRAFE bug,

LTRUMHE apt-1list bugs FJLARZIRAIRAEIE™E bugs, HEIBEL APT REFALE, EXBEa1EE Debian BTS
B/ E bug,

L apt-listchanges B, EFER APT RAARNESRTE “NEWS.Debian” HRHEZHE.,

244 BRRMEETHIE
RE5E 3R 5T Debian Mif https:/packages.debian.org/ BIERRAGBTTIIEEINE B SGE, BFIMKIEREEEZESR
RI73i%,

grep-dctrl(1). grep-status(l) # grep-available(l) S < #AXRIEZEEA Debian G BIEHIXEFR AT
sz f4,

“dpkg -S file_name_pattern” #HFAFRIEER dpkg TKROWKEBHEEZNEXHEN, EERBIBEIPENMA
IR M,

MRIFFEN dpkg THRIWHITES HNE R, MEEE “/var/lib/dpkg/info/” BRTIEIT “grep -e
regex_pattern *” %<, XREMERGENEINLREONAPERERIIEIE,

MRFABBIE SRR BRI, (RAZER apt-rdepends(8),

2.5 Debian R EIAEBEIE

1EFARF 3] Debian REFBERIIAEB TIEREE, X N1Z 850555 BNRIN L AFIR — LR 461 o] B,

251 HEERETHIE

BNRITIREYTTEUE XA ERIRTE7E Debian &AM “dist/codename” F @, g0 “http://deb.debian.org/debian/”,

FERENEM P OB NS F RN . EHE 6 MXBHITIE.
ATRLMERE, ERIOWERES, XLETRUIRTFMENESE THES M.
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X (A=} AT
Release ZITRREIINE HEERANTEEEE
Release.qpg B IR &Eggléa%se XENZERXE, ERERE
Contents-architecture EIThREITN= SHAEMRXENFRBREENETXE
Release BARTIVKE/ZEHMESHIN | FEREARER apt_preferences(5) #Y

2B Ao

NE T a3 i1 7N

Packages EEL‘J%SH&/EW/_]&%*HE i#$% debian/control FFE_i#HEIE

E E _HE ij" ﬂﬁ\ SZH T/ HY . . Ty N
Sources mﬁIB frhe/ RS S Y %% debian/control FKEUENKBE

Table 2.14: Debian 4R ETHIENAR

25.2 TNE “Release” X{RESM

BR
NE “Release” XHFTFZEE secure APT R4 FHYIARSI 4,

B Debian #4REA MU ERE —MNiX 89 “Re lease” X, FlgN“http: //deb.debian.org/debian/dists/unstable
AEWT,

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715dd0d56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e€010d116aeeab9614cO® 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

EE
ESE 2.1.4 TR, (REcB LM MER suite” F"codename” BIiB4E, “K1THR” # FAR BT K "suite” F1"codename”.
FrE R ER MBI area” B, £#5I7E"Components” .

MENX 4 Release” HITTEM, RHM secure apt FYINZEZRMISKIEE.

- INBERBXH’Release. gpg” BHINERNE Release” FINNZRR Debian HHERE N FAEIE,
« NFFHY Debian #43RE N FEEMBHIEAN “/etc/apt/trusted.gpg”;

- EXHMRER U RETRREHI base-files REBI AT, HE
- FohfER gpg A apt-key T B FREUA fRTE ftp-master.debian.org E e #TEUEZRE LA,

« secure APT RAWIE T HMITNEX 4 Re lease” BITTEM NS FZAZI T Release . gpg” X&FIE"/etc/apt/tr
B9 Debian 14RENEA.
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FiB”Packages” #1”Sources” XM ZEEEHEINE "Release” XA B MD5sum {EXREIE, FREBREFBEXHF
HEE M H”Packages” #1”Sources” X4 2B MD5sum {ERIGIE. 20 debsums(1) FI5E 2.4.2 .

EINZ &R AL T8 MD5sum {E;E#£E 289 CPU, fER MD5sum EREIES—MRAGE, ERMBEZERRIGIEN
Ef)"Release” X, ZMARNREM RIFLEMUMNER, WELLRFIME (BUE 103 ).

2.5.3 BEEEH “Release” X

R
HMEEERN “Release” XHHIGH{E apt_preferences(5) BN,

JF4EIR ) Re lease” X5, EL SRR B7E/etc/apt/sources. list” Ffy”deb” {THIEE, SALA T H”ht tp: //dek
Z’http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amdé64

AV
@ WF"Archive:” BT, RIIBF ("stable”, "testing”, "unstable”, ---) BF Debian archive , XS
("trusty”, "xenial”, "artful”, ---) FF Ubuntu archive,

WFERHDRIEE, thiliit experimental # bullseye-backports, Ef1ESMREHBRERBENEE, IRERE
EMINEY1T, BIGN7E http: //deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
EEBWNTHIMI—IT,

Archive: experimental

Origin: Debian

Label: Debian

NotAutomatic: yes

Component: main

Architecture: amdé4

BEE, TEMEERESE NotAutomatic: yes”, BKIABY Pin-Priority {ER 500, ¥t F&E”NotAutomatic: yes”
H4E RIS, BRIARY Pin-Priority B2 1 (B0l apt_preferences(5) fl5 2.7.3 ).

2.5.4 FEVBTFIRHEBRITHIE

L{EH APT TEAR, W aptitude, apt-get, synaptic, apt-file, auto-apt, HITEEZEEHE S Debian 14EE
SETTHIBMAIIZ D], XLEAHIE DS R FE, FI7E”/etc/apt/sources. list” X EMEM distribution,
area, architecture HHMEM—H, (BIE 2.14 ).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_source_Sources”
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« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.q
(apt-file)

g 4 MBI EHRFIBEXE APT S HER, #E—IULL ‘apt - get update” 2 “aptitude update” 7E
nr:vﬁ':Pf&ﬁE%? WMRTE “/etc/apt/sources 115t REMENI “deb” 17, M “REB" THIESFHITEHR,
WMRE “/etc/apt/sources.list” FHMEMNA “deb-src” 17, M “ET‘CE%" TTHIESHITEN,

Packages” fll"Sources” LB\ HEEE “Filename:” FE, A HKIFIRNBEXGNUE, BT, X
LREBERE—RE pool/” BRM T, XIFEIANE B IRA L HAIEH,

R TRIENAMEBIATUER aptitude RFTRERMIER, TIMIRERGS grep-detr(l) FTLUER
“REE” 1 RERET TRIENAEE,

»Contents-architecture” TTHEIBMIAHIE DL, BE93#E apt-file update” B, EMUBEMEE 4 M E, &
0 apt-file(l). (auto-apt fJ”Contents-architecture.gz” XA NI ZABERARENME., )

2.5.5 APT MIREEELUIRTS

bR TmFRFRETTEUE, lenny ZEM APT TEXRSBEESMZ=ENTRIRSEERREE"/var/lib/apt/extended_st:
F, APT RERENRERBMNREIMBRHEE.

2.5.6 aptitude FYIREEIRS

bR TILFESKEUTAUE, aptitude LT R EEA M EMNTRIKSEEREE" /var/1lib/aptitude/pkgstates”
h, XE(EE R EEM aptitude £,

25.7 FREWRAEERIARHE]E

FiEEIE APT MHIZIZRENRVIR G L ER#ERTF7E “/var/cache/apt/archives” H, BEEIEN#HER,

aptitude WX MNEEF X FIEERIR, BEGSE 0Options” — "Preferences” FiRE, oMU BE T EMH A,
“Actions” FfJ”Clean package cache” @”’Clean obsolete files” RMITiEHIEIE,

2.5.8 Debian BB SEB
Debian 3B X GBS ERIBFFLEM,

EREZIES] BIrER
" HFIEREE (I5FF deb) package-name_upstream-version-debian.revision_architec:
1 -1 ) | A NP
iqe:bd)eblan installer B —RZERIFRIFEL (75H% package-name_upstream-version-debian.revision_architec
RS AR ( ERFRFE) package-name_upstream-version-debian.revision.orig.tar
1.0 RXIEIRHEE (Debian X X) package-name_upstream-version-debian.revision.diff.gz
g = 5? = U
3.0 { qu11t_“_%}~T SELR) RIUSRE package-name_upstream-version-debian.revision.debian. t:
£l (Debian %)
CRERBRER (FHE) package-name_upstream-version-debian.revision.dsc
Table 2.15: Debian 34 BRI RFFLEN
VI

BRI TERNFEBEEN, EZRETIESE dpkg-source(l),
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EAH ATAMFN (IENREAR ) FERS
package-name [a-z0-9][-a-2z0-9.+]+ E
epoch: [0-9]+: T
upstream-version [-a-zA-Z0-9.+: ]+ INE
debian.revision [a-zA-Z0-9.+~]+ ik

Table 2.16: Debian ¥4 E1 2R E—MAMG I AR FR

ES=
{ReT A B dpkg(l) IR G SR EREGEMA, #IU0., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $?".

EE

debian-installer (d-i) /A udeb fFAEMN ZHHIREH BN G B&, MIFEER deb, —4 udeb RHEBEE MM
deb MEFBFRB T —LERAMVEMNAR (FIIINIE), AT EZEENBHRERGBEIRNER, deb Fl udeb
REBSRZMEENREBLEM, “u” RRF.

2.5.9 dpkg &S

dpkg(1) 22 Debian KB EEPRKENTE, BIEEBEX, “DIIMMER,
HEREN “package_name” HIRHEER, dpkg SIRETIIMIGFLEE.,

1. f88 deb Xt (ZRET “ar -x")
2. {#H debconf(1) #1T “package_name.preinst”
3. BRHBLERINREAET (ZRTF “tar -x")

4. {EHMA debconf(1) #11T “package_name.postinst”

debconf RARMHEHE 118N M LION (£ 8 B ) ZHIWMENRHFRE,

X4 AE 1R
/var/1ib/dpkg/info/package_name . dohffEdES &, (EHEEXRF)
/var/1ib/dpkg/info/package_name. liBk R G REEZRITEXEFE X
/var/1ib/dpkg/info/package_name .ndBRHEREF B LRI HFHI MD5 BBF1E
/var/1ib/dpkg/info/package_name . Qri&in@Z % Z iz TRV G BHIZA
/var/1ib/dpkg/info/package_name . oM EEZ Bz THRERHE
/var/1ib/dpkg/info/package_name.griXmEBIR 2B c TR EERA
/var/1ib/dpkg/info/package_name . o EBIR Z ez TRV EF B A
/var/1ib/dpkg/info/package_name .qoRfEglebcont R EEIA
/var/1ib/dpkg/alternatives/packageupdaree -alternatives S ERADN
/var/1ib/dpkg/available FBEREENETAEER
/var/1ib/dpkg/diversions dpkg(l) FHEPIXHEBHNEE, B dpkg-divert(d)RE
dpkg(1) BRMXHEREREES, Hdpkg-statoverride(8)
RE

Qo3IO

<

B/

/var/1lib/dpkg/statoverride

/var/1lib/dpkg/status

FIEREFEIREER

/var/1lib/dpkg/status-old

“var/lib/dpkg/status” XHEHE—RED

/var/backups/dpkg.status*

F_RK&MH, K “var/1ib/dpkg/status” XEEIHNED

Table 2.17: dpkg SIEBMEE 4
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“status” Xt EIU0 dpkg(1). “dselect update” #1 “apt-get -u dselect-upgrade” ST EfEH,
¥ RGS grep-detr(1) FJAEER “status” F1 “available” THIBHIAHEIZ,

N
fEdebian ZXREIIME N, udpkg WL AT udeb RHEE, udpkg H<LE dpkg FLHI—MERIRRA.

2.5.10 update-alternatives &<
Debian 24 {# M update-alternatives(l) it ARZFMINLZRSHEENERF, G, IRENZET
vim #l nvi RS, {REJUAE vi @LiEFEIT vim,

$ s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian IEZERAE"/etc/alternatives/” B REBT F S HEREFCINE R EFHIZFER"/var/lib/dpkg/alter
B R EmAEN G,

2.5.11 dpkg-statoverride &5

HEE—MREEM, B dpkg-statoverride(8) as LRIV RBEEY, BEIR dpkg() W XEFEBAREMEE
FANRAI— N5, WNRFEAT”- -update” EI, HEANXHEE, WizXEGESHIIINRERFNBEEMER,

( : ) NEy
RABEIERER chmod 3% chown Y ERERENMNRGEBXENBEEHNER, BoE NGB H K,
WEE,

=z
EE

AAEWERTXXEH—1E, EEXLELHAATF dpkg FIRIEMNERXXERSZENSR, BEER, 8%,

2.5.12 dpkg-divert i<

dpkg-divert(8) ML IR X AR, RIBfE dpkg(l) BXUHALRINHEKIAUIE, MERRINEBWUE,
dpkg-divert RRHBHIFHE, FTENAAERZERAIN G2,

2.6 MNRIFHRFFRE

Hiz{T unstable 24, RAEERTBEFNBERWRGEAERHITIRE B,
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VIR
THN-LHEEGERESMMNEE, ELANIRHITES !

26.1 AEFAMWAFEE

MR- RE GUI EFEERHN LFRAARREERARE, MNZWEIZIBNAMEEX G (BELIEN ) A%
By, MREEFZNAFPKS TEITIRE, BAXMRIZMBE TIESE, (X2—MTEMN bug FETEEHEEERE
RE.)

ATREIRE, FRZBRENNAEICE XA EREH GUI 2R, (R EFEHIZIBNEEXHREUEZ G
ERERFES. (AMFENMBART. )

2.6.2 BEREMHERXAFHNTRERAEE

XISRIRAEBREERRS, LR aptitude(8) 3 apt -get(l), (EAREFEMKE, SHIBRANGN, AR HEL
ERHE, (BIE 216 ).

RUFBLEPENER, NERABERBETA—BRERERSESR, (L% 272 1), HUUAEBNKREGE
KB R, NRELMBRXENERLT, (R&T aptitude(8) 5t apt-get(l) TEXEE, dpkg(l) ERRG AR
B, BESLKIBAREFROER, HFAeBEECELFENXG.

VIR
@ FERAE=ARUBELERERNAEXG, EAEBIFER root NPRIZITHEIPE M AREBWIRIRRME
A%, dpkg(l) <L REGLEBERNESITN.

BT BASG @i MFR IRAYS AT REVIRGE, old-package, R FiXEHIRIVZL L),
$ sudo dpkg -P old-package

2.6.3 EEHIAHERFEME

SREENARN— M aaSHTREERERLIFEIR, IR THRMEL, REAEERARBIBCE(INTH, H
SRR EROKEE, S—MREEECHMRRATERRN, ZREEBIMATTERMRERGE, LEBX
L), EBETSEIRTF,

WF “package_name” HYRFEMARE, (REIZEE FIINKEQHA,
- ”/var/1lib/dpkg/info/package_name.preinst”

« ”/var/1lib/dpkg/info/package_name.postinst”

« ”/var/1lib/dpkg/info/package_name.prerm”

« ”/var/lib/dpkg/info/package_name.postrm”

ERATIIRAIE, A root mEBIRIFRVR A ERIA,
- TEITERM ‘4" SR M
- FEHEBITRVTRERI “|| true” STLASRMHIREAEII

ERATIGSKREEFRE RN LT RIREE,
# dpkg --configure -a
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2.6.4 f{EF dpkg &< HITIIE
E# dpkg RIFERENRGETE, TINEREENIER THTIE, AT LENELRSEMEERE, iLH
IMBE foo RIEBIRIRT, HEEEFTi,

REIATER B ETFE R : “/var/cache/apt/archives/” H1%ZIIBH foo REBAIT bug FRAS, (WNRIKAZ,
{RB] LA MFESREE https://snapshot.debian.org/ R FETE, MEBREFBEFINEENNEFENE, )

MRIREEBENRE, RAIABEIT FIHBLTRERE,
# dpkg -i /path/to/foo_old _version_arch.deb

PN
MRMBRGRIFER), (REFIUERESEN APT RARBRBENRE, MEHFE 2.7.10 THMAIIHE,

MRFNRRTENERER, REZIEEEHARBHNE,

1. f#F Debian ZRAZUARIERNENR A,
2. BIER ETERNRAERET “/target”,
3. BT FIlar <SR RIBRAER foo RIFEL,

# dpkg --root /target -i /path/to/foo_old version_arch.deb

BNEMFHEE E/Y dpkg Ss S BEHRIF, Zas<SMRIARI AT,

RBR
{E{THRFER. live GNU/Linux CD, BI2EhAY USB RGN MLE BN LIS — R FBEIEY GNU/Linux 242! BAZE{L
i AR BUBIRIRI R 48,

NRATFAREMOA, TERAXFHARNREREE, FEFERNDIE AWM, fRETUAEA dpkg B9 - -ignore-depends™.”- - fo
METETRIT R, MRFILMT, 2ZRIEOTNESNHHEBERBIR. ESHETEN dpkg(8).

IR
MRMOARFTERIAT, MNZFRAATESNE —PREMMT (SBRF 102 7)) F#HITREFNRER,
XA B RRIFHIINE,

2.6.5 RERHELEEFIE

MR “/var/1ib/dpkg/status” B ARMEREE LI EIR, Debian RAS B KRG EIEFRBIEA IR EEL M, SN
F “/var/lib/dpkg/status-old” 8 “/var/backups/dpkg.status.*” B “/var/1ib/dpkg/status”
X,

# “/var/backups/” SE—MERNSER—MFIE, EHXIEREATHSEBNRARE.

WFEERIRE, BRINEN RAREHRE, BEXE “/var/” PTG EIE, {RKIBETLAM “/usr/share/doc/”
BRIRE —LEERRISHEHEITHIE R,

ENZERE) (RH) R4,
# mkdir -p /path/to/old/system

BIHR S EHET “/path/to/old/system/”,
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cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1sl.txt

cd

sort lsil.txt | uniq | less

HH O K HH

REFRHME]ARBRAEBMREITRET, (ARG LEREEEM, H1W “texmf’, )

2.7 NHEHBEEERIS

2.7.1 Y0{eIHkiE Debian R4S

{RE]BARRIE aptitude IMNEIEETAFNRABEANERESER THIIRER, REKMAFZENREE.

HiBE 2 MU ERIEURGER, ZFNEEERENER, MAMERRM— IR, NIZXAEIRRHIM,
AU T LREEENRAF B ZERIE.

- EEH: B>A

« Z#: main > contrib > non-free

- Lk FE>EE > i > Bk > s

- 15 EESTERUHENIIRER, OI9 “KEIME"

- REBRBEZERHRRIVRE BATERERY (B4 gcc #k# gcc-10)
CRITE: AERERBERKERLBEEESHOE

- EEE: PESENER

- BTS (BRFAIRERRR): /88 RC HHIHVERME (CREBK. EXTERRE )
- BTS (BRFAIRIRA L) BEIPENREERE R R

* BTS (fRIEIRIZRA): BEESHNEHEER bug £48

« BTS (BREIRIRARLR): mEBRIIE™E (non-wishlist ) TRfEEIEIR D

Debian —MEANHNALRKBRIANSEIE, ENERERSTHSTARAXESHAERENKHAEE, FoTHE
BHCHEE,

2.7.2 BEFREERETHREE

AV
@ MWEESEHEREPERRGBE RN Debian EARKITIHRFTSZFIHN, BT EA IIFNERENFHREAS LA,
5140 stable B9 security updates 0 bullseye-updates,

XBE—MNF, EEEREE testing Migx, BEEFEEE unstable BRI EFREBLARA,

1. G /etc/apt/sources. list” X, EZiEEE—H)"unstable” Z1ThRE&1Z,

2. iB{T”aptitude update” &<,
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3. IBfT’aptitude install package-name” &%,
4. MMEEB|RI”/etc/apt/sources. list” X, Fzig[ME testing i3,

5. izfT7aptitude update” &%,

FERAZXNFILRE, RAFECIE”/etc/apt/preferences” X, W ARFEEHD apt-pinning, {BiXNFFENAR
IEE FRITHY,
VAV

HERBSHERIRENAE, EJ Debian AWERXGZEHIREM, AUMROIECEBRFREERR
WRRAEZEFENRENE, RAPTEIRIA, (RUNEETD FIBTX LR IFABINRAEN, Fﬁﬁi&i‘/ﬁﬁﬂ’]
HERBRTEIENERE, BAANEMREERE,

MAERERERR RG-S — RN T,

- JETHEIIRES ("Architecture: all”) LR EEREHN,
- MHEREE: SBEIFINER
- BEEFNREE: RENBREBEUAZFTADN
« T#HIERGE (non “Architecture: all”) BESEIRERSER, EMNTENMRIEH,
- EXHRRAREREME (817 1ibc”)
- 5ZEXNERNERRANREYE

— A% ABI BYFRE
— C++ ABI HIZEEM

B
h?fﬁh#’@ﬂ’w* BERE, —HIVMIEEBRN ZHGIFEFETRESIRETEEBNEGSIEREE, RERMNIZIE
& ABI F93EAE 40 %’%ﬂ,

==}

FEBEHAHIITNRGE, NEEASIHNERETR_#HHIRGAEER—MOEER, BEMREER apt-
pinning &R T, tLEXHR, (BIE 2.7.3 %), (R HEEFEA chroot HEMZA (BHE 9.11 %) KBITA
B R ERTERR,

2.7.3 AE{RIERRA

5 A
25

¥1FH apt-pinning G L RIEM LR ARIEE, ROTERERFX I GLHRIEBIFEE.

"H”/etc/apt/preferences” XfF, APT RA(EMARAF A BRIEZFRMAV ] RRSAF R RERE, IRBEER
KT, thE APT RAREENERTE, MBEBEAXFRNERESRS, HAREK"/etc/apt/preferences” Xff,
FEE, —LEARNSWIFHBENEHRORAEE, WIRICH NotAutomatic, FHEiE S,



https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
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N
IR AFERFERAELEFR M BT LAMRISE, I FATF, "dpkg --compare-versions veril.1 gt verl.1~1; echo
$?” (87 dpkg(1)).

MBREZENESBRRNRERLTERER (BRE 272 ), RAJLELBIE”/etc/apt/preferences” X+ B
HRS A% F B RE AR ASETMNAEEE (1 apt_preferences(s) ATR) REGNLIX L E AR
fF. X apt-pinning,

AV
@ H{EM apt-pinning & <Y, E A Debian ARMRRMGZBIMNFREME, FMUEUTECHIAEREM,
apt-pinning RT 2 NIEMRE, RFARBRINEFERE.

VI

@ HMEERERL Release X (EM%E 253 ) £ apt_preferences(5) RIFLM. ¥+F Debian @A
Z & 0 Debian T2 #4ZE E, apt-pinning R suite” FF L, (XS Ubuntu #4EERE.) G0, R
f£/etc/apt/preferences” X EBMHE, sJUEMAPin: release a=unstable” , {ERAEER"Pin:
release a=sid".

( : ) \Cy
Z{&EF3E Debian BIHZEEEE R apt-pinning BI—&8 0 8Y, (RN ZEEENRRAEMIEE, Fl4, Ubuntu
#0 Debian BN EE/RE— R,

=S
BIERRIE"/etc/apt/preferences” X, TEARH apt-pinning S HIERT, RETTLAFTHUERNERSK
TE(BWNE 264 TBHE 2.7.2 T),

U N2 X T apt-pinning X ARHIE{LIHAR,

BBV ELRTE”/etc/apt/sources. list” XEEEE X, APT RGN TN EGEEIREMmIERE Pin-Priority 1B
BXRH, EAFRREEMIERIERE. IR —NREG B Pin-Priority XF 1000, iXMRAFESIJ REE A%, AT
HEpERINEE (BE 2.7.10 T9).

BMNREERY Pin-Priority {ERTE”/etc/apt/preferences” X4y Pin-Priority” 2B HE X5 & 2 EFAEMEIA
1B,

Pin-Priority apt-pinning Y 3X 4 B IR

1001 TRZNREE, ER— T BRREENES

990 REBRRITRISEENEIAE

500 REEEIEEENTGAE

100 HT NotAutomatic [ ButAutomaticUpgrades 5 ERIEKIAE
100 BTELZERHEE

1 T NotAutomatic HEENFKINE

-1 BERER, BERAZRITREE

Table 2.18: FiF apt-pinning ¥ KHV{ETF/FEHY Pin-Priority {E713R,

BirR{ThRIERER] BT BA T LM EERIRE,



http://deb.debian.org/debian/dists/
http://deb.debian.org/debian/dists/
http://security.debian.org/dists/
http://www.ubuntu.com/
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« ”/etc/apt/apt.conf” BEXHHEANAPT: :Default-Release ”“stable”;”

AN

- SESITIEIN, FIU0: “apt-get install -t testing some-package”

NotAutomatic 71 ButAutomaticUpgrades RIS 2 R ER S 28 LR E R Release XHRKRIZE, (BME 253
), FEREZ"NotAutomatic: yes” fl"ButAutomaticUpgrades: yes”. fl NotAutomatic #5352 RS E
BR55 28 ERUERERHY Release XHKiIZE, {EREIE&”NotAutomatic: yes”.

RERZSHEERVRAEAY apt-pinning {571 7] LAIEiE”apt -cache policy package” &< B,

« "Package pin:” 73917, P TIRGFEMRAR pin , WIR package FEXHY pin ELTE X, FI40, "Package pin:
0.190”.

- J&B”Package pin:” BIITFE, WREHE package FRHITE X,

* 5 package $8<#J Pin-Priority {BYIEFIBIRAFAFENGA, LA, 70.181 700”.

- 70” BINEMBMAFHFENGID, WMRIKE package HXHIE X, 40, 70.181 0”.

- 1Y4ZRE (f£7/etc/apt/preferences” X&{EJn”Package: *” EX) Y Pin-Priority 18, JITEFIBIERERZNE
i, a0, ”100 http://deb.debian.org/debian/ bullseye-backports/main Packages”.

2.7.4 FEFMEEEE

bullseye-updates Fl backports.debian.org 45 ERM T stable (bullseye) ZIThREIVEFRKHGE,
AT EERXLEERE, FEEE”/etc/apt/sources. list” XIEBEB AN THARIIEEETIR,

deb http://deb.debian.org/debian/ bullseye main contrib non-free

deb http://security.debian.org/ bullseye-security main contrib

deb http://deb.debian.org/debian/ bullseye-updates main contrib non-free
deb http://deb.debian.org/debian/ bullseye-backports main contrib non-free

HABELE/etc/apt/preferences” XHMBRIZE Pin-Priority {8, 4FNBTMAE, HKUBERHTEARN
B (ENE 253 ).

- FTEERENIBRG S48 LAET bullseye-updates BREA KRB FIREE,

« 2B M bullseye-backports HEERFNLERNIARGE A 2B bullseye-backports HEREFRIFH
B,

S{FEEM bullseye-backports HEEFRFHNHLR— 1N B package -name” B HE R BRI BHIEHE, R

RriZfE BFEREZRIIN— “v 88,

$ sudo apt-get install -t bullseye-backports package-name

2.7.5 PHICEENRAFENR=

o=

=H
¥1FH apt-pinning G L RIEM LR AREE, ROFBRERZI N GLHRIEBITEE.

MBEARBES|ABFISERGE, RUMEIE”/etc/apt/preferences” XHFH BKRUNT FREIBBETESIHHITR
ZRERAT X LR A B,



https://www.debian.org/News/2011/20110215
https://backports.debian.org
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Package: package-1
Pin: version *
Pin-Priority: -1

Package: package-2

Pin: version *
Pin-Priority: -1

2.7.6 {FH®SH unstable REEHY testing hRAS

=®

=

==
¥1FH apt-pinning G L RIEM LR AR, ROFBRERI N GLHRIEBIFEE.

WMTR—NXT apt-pinning FEARKGIF, HfEM testing AUBHE, SLHL unstable PRVSERIERITHY ERFAR AR 14
BHWHEEAR, REZIZWMTARIE"/etc/apt/sources. list” XHHRFHABEREENERE,

deb http://deb.debian.org/debian/ testing main contrib non-free
deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/ testing-security main contrib

U ATRIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=unstable
Pin-Priority: 100

HEEFLEE T M unstable HEEF LR’ package-name” RIERENKRFHEE, FMITHBE”-t” £
(unstable #9 Pin-Priority {EZZ A 990) BI4E3R BIR R ITHREVER S,

$ sudo apt-get install -t unstable package-name

FEUERRE T, H1T7apt -get update” #”apt-get dist-upgrade”(Zi#&”aptitude safe-upgrade”#1”aptitude

full-upgrade”) &5%, M testing BMREFARIBLM testing MREZRNREGEFHEM unstable BHERE
FHRBRLE unstable MREPTRIVRGE,

( : ) I\Ey
INDAREEBIR/etc/apt/sources. list” XEHR testing” HEE, MRXHFREF testing”,
APT RAESEREMHF unstable MHREFARRHGE,

N

BEESE LRSS, D LEFRiE /etc/apt/sources. list” XEFHf unstable” BREIER, XBRTHE
FHREIE"/etc/apt/sources. list” XHHRRIRZIERMEMMIFAREE R AR HELET LM unstable 15
REPLENREGBIET unstable A4,

BR

W R/etc/apt/preferences” X # H"Pin-Priority: 1 # X T’Pin-Priority:100”, &N
f”/etc/apt/sources. list” X H ) testing” iR # MR T, Pin-Priority {5 100 MEZEHR G
thR41ET unstable BEEEFHR,
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MRFHEBNRER unstable EREWIFHRMNREGE, MELTKNABERYBMAEDI-t unstable”, {RUAE!
i#”/etc/apt/preferences” X, HEZXHETNERL TEIVANEMBIGHFTBIBLIRGFEL,

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700

MTERATMFENRGFBRIZE Pin-Priority 18, 30, AT EHA&EFHI unstable BYZ IR Debian Reference”, RN
Z7E”/etc/apt/preferences” XIEFHFBEAUTEE,

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

BR
BfE(R{ERRR stable #H2EE, apt-pinning FARNARENEY, BIEFHUBIMIZLE, M unstable BRELZR
HMXEE—ERTEM,

2.7.7 {EAHHE experimental #{4EH) unstable kR4

iX2{FF apt-pinning 195 —NRAI, ZREIEEFH unstable R, BEE7T experimental &, ZEITHTER
X EHREHNER. EERSTE/etc/apt/sources. list” XEFHTIRNT:

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

HF experimental &2 FEB ) ( NotAutomatic ) BIJE (EWE 253 1), EHEKIABY Pin-Priority [EHIZRE RN 1

(<<100) . FARFEE"/etc/apt/preferences” XHFHIZE Pin-Priority {6, RIFEIETE experimental J&, BRIE
THEEME NXENNBENFA RN EHSERGE.

2.7.8 Bl FEHAARRKGE

e
$7F apt-pinning HLRBALANEL, FUTRRERI I BORERRBEE.

apt ME-BBEB K cron fiEK“/etc/cron.daily/apt”, EXFEMN T HREE I L% unattended -upgrades
RGBSR X MNA, FEREBENHARRER I @ /etc/apt/apt .conf.d/02backup”f1“/etc/apt/apt.ca
RIS ERFITEENX, BEXIZBAIT “/usr/share/doc/unattended-upgrades/README” Hi,

unattended-upgrades M BFERT stable RAMNELLEFH., NRBNHARIRIF stable RAERIXBE N TF#H
AEENRERZLEFEENLTLRRE, RN ZEEFEHABNEN, BESHUT.
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APT: :Periodic: :Update-Package-Lists "1";
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "1”;

MRIFIZITHIR unstable R4, MNZASBEERENEH, AAEBSERAERERRITRLK., BMEMLTXHFERN
unstable &R T, RATEEMKIBARER FHRGBEUTNEREAFA R E, HEESKUT,

APT: :Periodic::Update-Package-Lists "1”;
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "0";

2.7.9 [R&l APT T #HE %=

WRRIERREI APT B9 F £ 322! 800Kib/sec (=100KiB/sec ), RN iZI& FEBBHFIZRE APT HIEEESH.
APT::Acquire::http::Dl-Limit "800";

2.7.10 ZE2MFLR

D us

¥1FH apt-pinning S L RIEM LR AR, FOFBRERZITGLHRIERBIFEE.

[

Ny

@ F&4R7E Debian it LEIAEE A, NIXZEEZSMREIETZEMI—27 TE. REGRXMIER,
BREERZSHR T IESEAE, WTEERE, GFNIAERERIFEENFEEERIE, HATABKRE
MRER—INHNR SR,

{ReT OB ¥ BRI RRAS A FT RV R E PR AR IHRIAEERRE (B0E 273 1), ANMERITHNRZMRE., TEE—#
ISR AE, FTUBRIFSTTKE “dpkg -1 broken-package_old-version.deb” &% (8W%E 264 1),

1% “/etc/apt/sources. list” XHHETEAFEFER unstable BT,

deb http://deb.debian.org/debian/ sid main contrib non-free

ERATENITERE, MMXAER testing,

deb http://deb.debian.org/debian/ bookworm main contrib non-free

BRINTFErRIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=testing
Pin-Priority: 1010

iB{T “apt-get update; apt-get dist-upgrade” {EENRFEMEEIRFIIER,
EZEMBRE, Bl “/etc/apt/preferences” XMEFKIISIEE,

AN

BXR—MFHE, B (FR2EKR ) ReEJESHRAE, KD KRBIEE, (Fo]feREFNBIRIMR R —LRG
BRERGAIER, FEIFIEER Linux W1z, 5185EF. udev, PAM, APT FfIMEHEXMWREBURENNEEX
.
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2711 LHEREBRNIIE?

RE& “/var/lib/dpkg/available” #1 “/usr/share/doc/package_name/changelog” H%|Ha94ir&E
BRETXT “REBSENREEERE X—OEN—EEE, BERHGEMNXIR EEEKIEARE, devscripts K
B H Y who-up loads(1) BTLAIR S Debian JRIR 4 BRILRF L1EE,

2.7.12 equivs B

MRFNRIEGRIE T — MEFRAE Debian MR, RIFIFEMM—PEIERIZH Debian 38 (*.deb) FHE
RRAERE.

MBIREFRMNBERBRIZF-NMEFHEERRE “/usr/local”, REJEEFEMMA equivs EARE LS BRAH R
REJAR 4 BLAR S,

Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn’t, you can work around bugs in other packages’ dependencies.
(Please do still file such bugs, though.)

2.7.13 BHE—IHRHEEZ stable R4

WFEHDFRE stable 24, ERFERGBEBITIMERENME - MREGBRAEINERE, X0] bk % E HAKE
RAEASHAERGFEHR,
7£ stable R%HY “/etc/apt/sources. list” XEFRINTIRE,

deb-src http://deb.debian.org/debian unstable main contrib non-free

T RRWIFFAREVIRAE B T HIRIR A EL

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

# e HHHEH

MNRFEZECEEIE, BJBAM backport FIAFBIFREFH— LT B5EREE, 190 dpkg #1 debhelper,
HITFISS,
$ dch -i

BHRGEMA, FIE7E “debian/changelog” HAI—4 “+bp1”
BTEIBFMERAEBHFHBENZERIRET.

$ debuild
$cd ..
# debi foo*.changes
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2.7.14 FF APT HIXIERRSZ 28

ERIRBEA Debian HERENFRXRBEENMEFE, SIREEIFS LAN EHRER, J APT gi&— A
ERSEBRNMFER. APT AIBUEREEREMAEMA web (hup ) UIZHRSEE, HIM0 squid (BAE 65 ), HHS

D apt.conf(5) % “/usr/share/doc/apt/examples/configure-index.gz”, HELE “Shttp_proxy &
B= “/etc/apt/apt.conf” XHEHIZRBEMNRIBARSEE,

XEBH—LE Debian HEENTANELR, (FNZEERENZRIEE BTS,

wEE TE L

approx V:0, I:0 6317 | 2877 Debian FHEEXFHIRIERSE (E%1EH OCaml 27 )
apt-cacher V:0, 1:0 289 71 Debian RFBFNRRBXEHITEFNRE (Perl F£F)
apt-cacher-ng V5, I:5 1562 | R RREBMNEFRE (C++ mENER)

Table 2.19: Debian H4REMNERANRIETR

NIy
@ I Debian EMEREEESEME, ILEANNEBTIATESERGBEIPrEESNE, FrIgEE —ERE
BIRNTEER, 5—FHHE, B web (http) RIBRZBERBHAER NI IXMHILLE,

2715 EZXTRASEENIXE
RE] LA FEMXER T RREGEEENESER.

- REGBERIEEE:

— aptitude(8). dpkg(1l). tasksel(8). apt(8). apt-get(8). apt-config(8). apt-key(8). sources. list(5).
apt.conf(5) ¥ apt_preferences(5);

- KRB apt-doc BB /usr/share/doc/apt -doc/guide.html/index.htm1”#1“/usr/share/doc/apt -do.
- 3kH aptitude-doc-en ##EHY “/usr/share/doc/aptitude/html/en/index.html”,
« Debian #EERE F1EMH4:
— ”Debian Policy Manual Chapter 2 - The Debian Archive”,
— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

+ 3 Debian Fi P —" Debian 3R 4B RIZFE
— “Debian #3PEIERE" ,



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/approx
http://qa.debian.org/popcon-graph.php?packages=approx
http://packages.qa.debian.org/a/approx.html
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
http://packages.qa.debian.org/a/apt-cacher.html
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
http://packages.qa.debian.org/a/apt-cacher-ng.html
https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/manuals/debian-faq/ftparchives
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

AgY)mit

FRZRAEIES, 1EEEH T #2 Debian RAEMEMNFEEHNEAERN., REEMNATEZRIVIRGE LI RAISHE
B, EXEMIRANRITRS BARIGE 2 VNEERN.

TEE Debian RAVIBCHESHLA, HTF Debian RAERER, BNIZSERHISY,
+ Debian Linux A% F it % F Debian BZMIEZEE KR,

« bootup(7) MBTET systemd WAL RBENRIE, ((THARY Debian )

« boot(7) MABTHETF UNIX System V Release 4 IR REN%TE. ( IHARAY Debian )

3.1 FondiEdid

TENAGN LEEHRENAPRUTENRERSR (0S) iR, FEEZRILNMMERREINTTE,
AEERN, EFFTCTEREAEBMIARRIEER PC L& L,
HARENTRRRE—MURMINET, B—RAEEFRAEGNZET L.

531171
3121
« 5531371
« %3147

SR, XLEMERRIABEARERIECE, thall, R4mi¥ T BCRIR%, NWATREREKIT LR Debian RFERITIR, ELE, i
EHXEBWINZE, B2REECAZNBRABRILE,

3.1.1 F—FE%: UEFI

Unified Extensible Firmware Interface (UEF]) &—®]¥ REHEO EX T ERNEIERE{EA UEF AEN—&59, S—1
THTENITHRIE, BHEEREENRENE—MER, ERERNEEHETENREMNIZE, MITHEMNRERSR
SIEMARFIURERZNZ (BERSIEMERERF ), BIEEBEITZTEFME NVRAM, TEBEERERIERSS]
SNHEFRERARNIZIIXERAAIRZIITE, EFI system partition (ESP) EFI RAN X B—MNUIBEEMIRE S KX,
FEitENEAKEER UEFI 56, SitENITHARIER, B UEFI E4Kinn), EF#E T UEFI RRAERIXLNAE
FEITRRENXG, BFERIERZENSISMNHER. (EER PC 24, FHRE MBR 2/ BIOS FJULARNKE. )



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 ZEZMELR: s|HIMFERER
B ESINEREF BT IZNE —MER, B UEF 25, 3| SMERFIS RS RZBYEF] initd BUSINEZIRZH IS5
LA, initrd BUSERXHZRZAME, X REERRTERNS SNERERE,

Debian ZAG5EE FE A Linux RZIERENANARZNZ, HEIHY 5.x Linux N#ZAY initrd B EFAR £ 2 initramfs ( F]8
RAM X &% ) MR,

BT 25| SI0EFE 7 FEC B X ITFE,

= =]
SR FAE | KA | inited 2SR |
_ ' + GRUB R REIR AL E 7 XA
grub-efi-amd64 1:214 158 =¥ UEFI 4] viat. extd-- ( UEFI)
RUB & 2 B RFHENXIINERS, B
grub-pc V26,1757 | 533 | &% Eﬁ UB % gé'j'fz‘t‘l ef;(tzz_z" (”BII:OSD )
GRUB % 2 | It GRUB % 2 [REIFIS | S IEEIRER
grub-rescue-pc V:0, I:1 6380 | <¥F g ( CD F1#% &2 ) ( PC / BIOS H_)Ji-z'ﬁ )
ﬁ *ﬁ } ?: =7 s (v
lilo V:0, 1:2 697 X Lilo g (q;;%g)iﬁ”‘tw%zm
108 Z E
syslinux V:3, 1:46 344 T Isolinux g;aﬁélljﬁs09660 XfF&%. 515 CD
] nl 7
syslinux V:3, 1:46 344 S EC Syslinux g{g;’xjg{;ﬁf&#%ﬁ (FAT)
=F ma o
T g
loadlin V0, I:1 90 L Loadlin ;’? #tA\ FreeDOS B MSDOS /=
o + Neil Turton lﬂ:jjﬂyft MSDOS MBR HIH BHEXE,
mbr V:0, 1:6 50 " i MBR RSB S X

Table 3.1: 5|2 INEFHIEFIIER

@ fﬁiﬂﬂfxﬁM grub-rescue-pc B RIRGHIE LRSI SEE R (U £, CD KA ), FZInF5
SR, MERE eEEES TN SIHER, 5SS Rt SHNRLA,

GRUB 2 BB R EXH T /boot/grub/grub.cfg, ENEREZENXBIHBRLFRG:

menuentry 'Debian GNU/Linux’ ... {
load_video
insmod gzio
insmod part_gpt
insmod ext2
search --no-floppy --fs-uuid --set=root fe3eldb5-6454-46d6-al4c-071208ebedbl
echo "Loading Linux 5.10.0-6-amd64 ...’
linux /boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al4c-071208ebedbl +
ro quiet
echo "Loading initial ramdisk ...
initrd /boot/initrd.img-5.10.0-6-amd64

14

}

WFiXER5HY /boot/grub/grub.cfg, XNMREBEFZFENEXUT,

N
BITiR B /etc/default/grub #J GRUB_BACKGROUND %
/boot/grub/, {REEBERI GRUB FIEHEIR,

TEROIEGRXH, NEFLEGXGEZIHA



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
http://packages.qa.debian.org/g/grub-efi-amd64.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/lilo
http://qa.debian.org/popcon-graph.php?packages=lilo
http://packages.qa.debian.org/l/lilo.html
https://zh.wikipedia.org/wiki/LILO_(boot_loader)
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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®E =]

GRUB2 fZHRANE, gzio, part_gpt, ext2 _
GRNBXERGSX ?3 Ull‘g[?]‘:\e?:eldbS -6454-46d6-al14c-071208ebedbl FEE
AREENEFERXXGERARIIREZE /boot/vmlinuz-5.10.0-6-amd64

FERNAZENSH :gozzilétéED:fe?aeldbS -6454-46d6-a14c-071208ebe4bl
initrd BEXHFERXHFRFZFRIREZ /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg X LESBHAFELZEEN
20 “info grub” K grub-install(8),

3.1.3 FE=PE%: #{F Debian 2%

E{R Debian RARSINRIZME=MEL, BEISNHBIEFEN. ERSEAFTRBTRAANKIEX GRS, X2
uu.*EE’J ATLlﬁgﬁllﬁlo

EE
“BR{R Debian R4t" REEBEIMNAIE, BTFEAXEPERBIRIENE =/ MER, XNMNRFEBEEHIFH initrd
g} initramfs 24, REFRERMUNPRRE Debian TRIZFHER,

/init BFRATFFHRXGRAE LRITHNE—MEF, XNMEFERFZREIERZYGNL, FEEGRZSET—M
E%, KR Debian R4A ’ﬂ%?‘i%IE'funszﬁuuj“BDV\]F’fﬁﬂ&‘iubﬂﬁﬁfﬁiiﬂﬁi‘lﬁ%Zﬁ‘, (B3| SiRIERMRIE,

+ YR initramfs /A initramfs-tools €I, M”/init” 22— shell HIAXEF,

- BITLARIZRIN “break=init” FFRENSE, RE]APRHXES BaNRTEUIRE root shell, 2 HEIRHGIES
" 7init “BAE, XA shell IMEE BRI, (ReiBE ERITFIHAG SRR,

— (R Debian RAEF AN G EREITR, BEEZEHR—MH busybox(1) B GNU T E{Z{H,
« 3R initramfs /A dracut BIEE, M»/init” EFE— N _#H systemd £,
— 34 Debian AL ARG S R —MEEITA systemd(1) IR,

VIR
SE-NMRIZNRXERFE LAY, 8 mount aGaLEERM -n £,

3.1.4 ZEUPNER: E1Nl Debian %4

H# Debian RAERBENATZRIHEIUMER, HIE(R Debian RAEFBD. IR Debian RFFIARIELLIME T A#LEIT, R
XHRFFHAFIREEIRMNER G R L,

nit EFRAZMITNE—NERF (PID=1), ERNEESMHEFUEMESISRRE, nit EFMEIAKRRE"
/sbin/init  {Be[@ERZBHEHIEN, FIEN” init=/path/to/init_program”,

7E Debian 8 jessie (2015 &% ) RA/G, */sbin/init” 2—F)”/1ib/systemd/systemd” BIFF S fEiE,

N
REVR G PSIPRERR init S5 LEIAER “ps --pid 1 -f” HEHiA.



https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
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R AT KV | 5HER
systemd V:826,1:928 | 16015 | EFSEHEZIFHEE init(8) =FIFH#HTE (FIEX sysvinit)
systemd-sysv V:818,1:925 | 139 systemd ERAMAURE sysvinit WFEMITFFTSHEE

init—system—helpe(]§687’ 1:940 | 131 7£ sysvinit # systemd Z[a)#1TiERMEB TR

initscripts V:77,1:283 176 HATYIREFNXARRRIFER

sysvinit-core V:7,1.9 279 ;"e System VB9 init(8) TH

Sysv-rc V:154,1:296 | 81 7: System V BIIGT TR AIIE R Hl
sysvinit-utils | Vi459,1:999 | 79 X System V FJSKFH T E (startpar(8), bootlogd(8), == )
Isb-base V:890, 1:999 | 49 Linux v ERLSE 3.2 AREY init BT IHEE

insserv V:204,1:292 | 150 AIF LSB init.d BIA KB RBLZN S RITE
uswsusp V:3, 1.7 714 & Linux AR SR suspend I THE
kexec-tools V:1,1:9 288 FIF kexec(®) ER (/250 ) B kexec TR
systemd-bootcharfty., ., 128 | EENRIRMAES TS

bootchart2 V:0, 1:0 94 Btz N i es

pybootchartgui | V:0,L:0 177 BoiREMgEDas (FIE)

mingetty V0, I:3 38 NBEEEFIER getty(8)

mgetty V:0, .1 315 o] & e Rl AR IARY getty(8) BR MR

Table 3.3: Debian RZEBHN T EFIR

VN
BEXBREINEMREHES, BESN Debian H#E: BoliREIEIASE,

3.2 Systemd #]¥41t

ATHERARRREHEL PID=1 1 systemd(1) FZ2FKREsN ( BIFIRILHTE ),

systemd Fga{Lid 2B T 2T B (B systemd. unit(5) 5EJ=F1T/K$J_$E, X8 TR & X ERA R
5E:FJ'-3 KB ZRIRVZE SysV FT 2R X L B TR EX A TEN — RIIBRZKIMNE (B0 systemd-system. conf(5))

IRERFIZIRHBE — N EMAY Linux control groups, R ITTEGFR, EBIIET —NFAEM systemd BRLEH (B0
cgroups F5E 4.7.4 ),

BREEXHENTI—RTIEZFPIE (S0 systemd-system.conf(5)):

« ”/1ib/systemd/system”: OS EKIAELE X4

- ”/etc/systemd/system”: RAEERNEENH, ERZRIRERARIIANRE G
« ?/run/systemd/system”: TITRENREENH, ERZERTRENEE G

AT B F X< REiL”Want s=", "Requires=",”Before=",”After=", .- Z5RKECE,(EM systemd.unit(5)
E/9”MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), B IRIZHItH 2 #E X (MW systemd. resource-control(

RIER TR ENXNHNEERX S EANTRIEE:

« *service fHIAH systemd EHIFIMEERIHFIZE. S0 systemd. service(s).

« * device {HIR7E sysTs(5) BEFA udev(7) IREWBRIVIZE., S0 systemd.device(5).

« *.mount A A systemd IZFHIFBEENXERAIEFS, S0 systemd.mount(5).

+ * automount IR systemd ITHIFNEENIX G RZBoNEE S, &0 systemd.automount(s).



http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
http://packages.qa.debian.org/s/systemd-sysv.html
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
http://packages.qa.debian.org/i/init-system-helpers.html
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/uswsusp
http://qa.debian.org/popcon-graph.php?packages=uswsusp
http://packages.qa.debian.org/u/uswsusp.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://packages.qa.debian.org/s/systemd-bootchart.html
http://packages.debian.org/sid/bootchart2
http://qa.debian.org/popcon-graph.php?packages=bootchart2
http://packages.qa.debian.org/b/bootchart2.html
http://packages.debian.org/sid/pybootchartgui
http://qa.debian.org/popcon-graph.php?packages=pybootchartgui
http://packages.qa.debian.org/p/pybootchartgui.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
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« *swap fHIAH systemd IZHIFNAER) swap XEFELiIRE, S0 systemd. swap(5).

- *path #§iA# systemd HIZHERTZ, ATETRIZNED. S0 systemd.path(5).

. *socket {EIRH systemd IFHIFNEENERT, BTFETEEFIEN., &0 systemd. socket(5).

o *timer A% systemd ITHEIFIMEEITATEE, ATFETFEEIAES), S0 systemd. timer(5).

- *slice EIE cgroups(7) &R, &M systemd.slice(5).

« *scope f£M systemd MELEOXREFLHEIE, AUBSE-RINARAHTZ, S0 systemd. scope(5).

« *target BEHERTEEXH7H, EEIMNNE, REIZRFLS S, €0 systemd. target(s).

KRBT (BN, init ), systemd #HIZEEIX BN/ 1ib/systemd/system/default. target (i@FRE|’graphical. t:
R SHHE ) B 5T, — L4 T%AY target BATT ( 2 systemd. special(7) ), tt#l”local-fs. target”.”swap.target”

f cryptsetup.target” SWSIAUEHNHR S, 25, HE target Rt SRIBRE TR X RMMESIA, 1F4H
&5, BRI bootup(7).

systemd IR{tEGHREHIINAE, #£”/etc/init.d/rc[0123456S].d/[KS]name” BBEM SysV K&K B ENHIAD
REWHIT; telinit(8) e N systemd R ITTIEINE R,

NIy
EHENEITR 2 B 4 2EHASEEZ THERM “multi-user.target”,

3.21 FHA

RIZEIFRETNR, TR, @it systemd-hostnamed.service BHINRAELMIRERAMENR, ULt
FHBRARFE/etc/hostname”, INMXUNIZRABERATNE, MAREIHFEA,

NEESEIETT hostname(1) e 7] AFTENH HEIMEN 2,

3.2.2 XGRS

EEMMNE X G R FIESEINFI LAE”/etc/Fstab” FiRE, S0 fstab(G) F1% 9.6.7 T,
MBEXERFMEREIREE “/etc/crypttab” #, S0 crypttab(s)
3% RAID FIEZE mdadm(8) IREFE”/etc/mdadm/mdadm. conf”. &1 mdadm.conf(5).

i

=

5 A=
@ REHWEHE, EEHTREXHRAEUE, "/tnp”, */var/lock”, M"/var /run” REIGR X SRE

S

Ht &

o

3.2.3 MLEZEOVIBIL

S FER systemd ALK Debian RE A S, ML& RO BE BHA MRS HITHENL: Lo EOBEEE networking. service”
R, MEEEOMA “NetworkManager.service” &2,

2N% 5 ERFNEFREECIIHER.
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3.3 W&ER

EEHE EERHNAZERER, EBELIREMINEEKTEREE.

# dmesg -n3

BIRRAE BIRR A 1560

0 KERN_EMERG RBATH

1 KERN_ALERT 1T AW 31 BN EX
2 KERN_CRIT EE3Gs

3 KERN_ERR HBiRef

4 KERN_WARNING EEEXH

5 KERN_NOTICE EREEENEHF

6 KERN_INFO BEERER

7 KERN_DEBUG debug KHIMER

Table 3.4: NIZERIRF AR

3.4 RFER

£ systemd T, AR %S BEE T HEMRS systemd-journald.service (X% journald) Ri2%, W
7£7/var/log/journal” FTRIART R i HIEMHE, HALTE”/run/log/journal/” TSR i HIEHE. XL —
HEIBEHE, TUEE journalet (1) aKiAEl, FIa, RN ERMERE—IXBEHMURMBEE, RIOTHAR:

$ journalctl -b

& wORA
p— 1 LF =
“EERER REDFRIFAEEIE | journatort b -system

- EENRE—RBHARNSRAFRRS
EIL.\

Y,

”journalctl -b --user”

ERNRRE—XBHOARI $unit” ITF

B ”journalctl -b -u $unit”
=] — N =1 AlE] T f{F
‘%E}rj?ai{kﬁ?gf%m $unit” ML ”journalctl -b -u $unit -f”

Table 3.5: BiZYH journalctl &< K ERFIR

Esystemd N, RZEHETLER rsyslogd(8) Al ARENE MR LR TE , ESNTEMITRHRIZEZ KM I B 55
& (KBTE systemd ZFIEKIARY"/dev/ log” ) FEIRERAIK A ASCILI RAHELHIE.”/etc/default/rsyslog”
F”/etc/rsyslog.conf” BEBEHEX BEXGFHFEREER. M0 rsyslogd(8) # rsyslog.conf(5), ha]lAE&R
% 932 1,

35 R4HBpER

systemd MR R L VAL, TH systemct1(1) L REBEANARLEIRIRE,

XEB, FEAIFPRHSunit”, SIR—MNETR (54, service #l . target 2[R, &, ERESEALT, t
BJLAR LA S N TT (shell RFM L F@BECFT >, 727, ”[ 17, BEER fnmatch3), RIEEBERIERNEFEFFRE
BTHEERBMN).
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1R YRR

S FT A target EoohcE “systemctl list-units --type=target”
FIEFrA service BTicE “systemctl list-units --type=service”
SIEMBRE T EEE “systemctl list-units --type=help”
FIEATFFFIB socket BT ”systemctl list-sockets”
FIHAFFRFIE timer BT “systemctl list-timers”

Bo’sunit” “systemctl start $unit”
EIE"sunit” “systemctl stop $unit”
SHMNFERSZEXMEE “systemctl reload $unit”
- BIEFEFE $unit” “systemctl restart $unit”

Borsunit” FEIEFFIEEEN “systemctl isolate $unit”

IR 7 (ERRERS) “systemctl isolate graphical”

B3] ZHFP (ML1TRR) “systemctl isolate multi-user”
BRI NERRX (BEAF®1TEASR) “systemctl isolate rescue”

[”$unit” ZEREES “systemctl kill $unit”

@& sunit” REEEEENH “systemctl is-active $unit”
BESunit” RZEE = XM “systemctl is-failed $unit”
FEE”$unit [$PID|device” FIRE ”systemctl status $unit[$PID|[$device”
ER"sunit [$job” BIEMH “systemctl show $unit|$job”
EiREWEY”$unit” »systemct1l reset-failed $unit”

LA ToARS A [ “systemctl list-dependencies --all”
NEERER G LB TXH “systemctl list-unit-files”
BRASunit” (BN S iEE) “systemctl enable $unit”
CEA7sunit” (MRS EE) “systemctl disable $unit”
?gg%g)wnlt (BIFRED/dev/null” #9 ”systemctl unmask $unit”

N D) RTINS T T[> 3 =]

%g)%nlt (EHNE /dev/null” PIFS »systemctl mask $unit”

SRENEAIARY target 1R E “systemctl get-default”

REZIA target ”graphical” (BIF2& %) | "systemctl set-default graphical”
TIAEEL | R S5 — SIS

%;if%;}‘m target J9"multi-user” (f% »systemctl set-default multi-user”
ERIFEIREE “systemctl show-environment”
REWMETE"variable” FJ{ER”value” | “systemctl set-environment variable=value”
BGEMIEEE variable” FRE “systemctl unset-environment variable”
x = Ak TubE- T 4=

EFRNMEMEE X ENEETIPER »systemctl daemon-reload”

( daemon )

KARG “systemctl poweroff”

rAMERZ SR “systemct1l reboot”

HEERSR “systemctl suspend”

KRR % “systemctl hibernate”

Table 3.6: BiFYHY systemct 1 S5 S HERTIR
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LFEIFHRGRSHE DS, BERBIT sudo” KR, AURSEENRASIENE,

“systemctl status $unit|$PID|$device” MHEIHFERBEHIENR (7o) REARETIKE, IEAB—RIMIE,

- HERY e” RIR— NiEa)” 3" BANEENR” BPIRZ.
- ABERe” RR AN HE IR KT
- e RiR IEEN. “EMMESR" B BUEF" KB,

3.6 HERFRHE

XEBER systemd TEEZFENKIREGSIIR, BRIEEE cgroups(7) EHREVEXEY man FHTT,

1BR1E YRR
ERE— TR EAT BR8] “systemd-analyze time”
R CE T E e “systemd-analyze blame”
CINESunit” XHEFHRME R “systemd-analyze verify $unit”
@aNETREAPIERESIERETHIRESERE | "loginctl user-status”
EENEREARENETHNRSER »Toginctl session-status”
“IRER cgroups MI/BEIT I “systemd-cgls”
FRER cgroups FY BT FE ”ps xawf -eo pid,user,cgroup,args”
IRER cgroups FIEoNd 12 1%E”/sys/fs/cgroup/systemd/” FHJ sysfs

Table 3.7: systemd THEFEKIEGLIIR

3.7 E#l systemd

3.7.1 EEFHE

FERAMIALTR, B systemd BEIfIEFER, 7 network.target Balfe, REMERS (BNE 6 E)EAEE

STiPi#FE (daemon ) /B8], “sshd” WARFISh, iEFAMER NIRFE B2 sshd” fEA—NEHILRIGIF,
B, BRARALTENRSET,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

4% Unix REMZ BT EEFHE (on-demand socket activation ) R4 H inetd (8 xinetd) BRRSZKIE M, 7

systemd ¥, tBEIINEERE RS EIT 1G AN *.socket Fl *.service BITTREE KA.,
sshd.socket FARE X —MNERHERETF

[Unit]
Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes

[Install]
WantedBy=sockets.target

sshd@.service fE7 sshd.socket ILERRIARSS ST



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
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[Unit]
Description=SSH Per-Connection Server

[Service]

ExecStart=-/usr/sbin/sshd -i
StandardInput=socket

AR EFINE,

$ sudo systemctl daemon-reload

3.8 udev &%

M Linux A% 2.6 lRFFA, udev R4t BRI T BMEH LK MAYIIRMHENE]. (BN udev(7)). ERZEI ZMREHIEM
£, udev REEAM sysfs XHERF (ENE 1.212 T) WERERN—1AF#IE, £ modprobe(8) 2F (BM5%
3.8.1 ) MEAZFEMBERPAZIER, SIBBENMNIZET R,

VN

NRBTFHELEIER, "/1ib/modules/kernel-version/modules.dep” ;& E# depmod(8) IEE AR, EIRA]
BEARSME udev RAIRHAERI A NINE, M1T"depmod -a" RIEEE,

"/etc/fstab” BERIEFHMN, iEZTRAVELFHSH, (REETB(ER UUID KizH12&, KB /dev/sda” Z
EHZER SME 963 1.

BT udev RAR— P EETHNEY), BEHEXHEHTTiFAER, EXEREHRTRINER.

3.8.1 WIERIIIEL

iBiT modprobe(8) FZFRARMANMPRAZIRIR, EFHRANIGERAEFHZREE EEIEITH Linux W%, udev RE (BN
5 3.8 1) BiCERIRARREBNAZIRIRYIIAE,

TEHMIEBEHZRNIGHROEGENEIR, EZRMEME, IBEANIE /etc/modules” XHFEIH &R
modu les(5)).

« TUN/TAP tRIR {2 it EE#{#9 Point-to-Point P£%1% & (TUN) FEEHARY Ethernet AKX 481% & (TAP),

« netfilter #EIRIZ M netfilter B ASEBES] (iptables(8), & 5.6 1),

« watchdog timer IXFNIEIR,

modprobe(8) FZFHEEE M 42k modprobe . conf(5) RIiBAILTE"/etc/modprobes.d/” BRF, (MIR{REE R
Bl ELAZIRR, ZERIEEIMERRBRMIE"/etc/modprobes.d/blacklist” XHHE.)

»/1ib/modules/version/modules.dep” X{#H depmod(8) F2F 4R, EHEiAT modprobe(8) F2F{FARIER
R

W1 RRTE S S ES i LSRN S) 4, & modprobe(8) B i I 4% 5 M B, "depmod -2’ 7 b i il &
#'modules.dep” KR RIXLEo) 5,

modinfo(8) ¥2F £ 7R Linux AIZIEIR(ER,
Lsmod(8) I2F U F BRI ER"/proc/modules” MRE, BRHATARZINE T WRLEELR,



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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BR
{REERFEMIRAR R K LAVREE, &M% 953 1.
{Re] ATE BN B B RE AR B EREEAVRE A ISE, S5 9.5.4 75,
{Re] AEFT4R1F AIZ RIS IR R IR E 015, &% 9.10 .
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Chapter 4

TAER 3 10) 32 6l

HARF (WEF ) FENRARZN, FEH#HTINE, WIABHERREE

R

PAM M B SRS 2 BTN RS, RBAB— NESITHHIE CD, AR —MERE boot HK,
THERS, RFEEAENBNRAHUERR.

4.1 —R%AY Unix iAIE

—f%AY Unix IAIER PAM ( Pluggable Authentication Modules, BIRJf ARIIEIEIRER ) THY pam_unix(8) ik, ©
M 3IANEEXHUWT, HRWEEER “:7 HR.

X PR FF ‘H AR

/etc/passwd “rW-r--r-- root root (X)) AFRKSER
/etc/shadow STW-r----- root shadow | Z2MENAFKSEER
/etc/group “rW-r--r-- root root HER

Table 4.1: pam_unix(8) EFM) 3 NEERRE NG

“/etc/passwd” BIETIIAR,

userl:x:1000:1000:Userl1 Name,,, :/home/useril:/bin/bash
user2:x:1001:1001:User2 Name,,, :/home/user2:/bin/bash

90 passwd(5) FFTR, XAXMGRE “:7 DRSNS XNT,

- BRE

- BRRORZ AR

- BFHARIAF ID
- BFHABA D
- AFBEEREFE



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- APFRBXR
- ANERIA P ER S R R

“/etc/passwd” HIE_IMEZHRARRFNERHZB, E5IAT “/etc/shadow” J&, ZINHFARIAZLR
ito

ES iRHﬁ

(%) ERLHIKS

X = FE’J’;E%ﬁﬁr “/etc/shadow”
TEERIKS

! TEERERKS

Table 4.2: “/etc/passwd” E_IMAR

“/etc/shadow” BIETIAZR,

userl:$1$XopOFYHIPIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7: ::
user2:$1$vXGZLVbSSELYErNf/aguDsm1DehJIMS/:13261:0:99999:7: ::

g0 shadow(5) FFTR, XAXMGRE “:" FWIIBIEXIMT,

- BRAB

- IITBEMEEE (FFKEY “$18" RREM MD5 INE, " RELEER. )
« RE—XIEREZBRIAE, BRI 1970 F 1 A 1 BEMNXE

- RIFAFPBRIEZBRIR L EE

- AP IUERZ BRI K £ 8]FR

- BRARMEINXRE, FEIHEAFSTRES

- BRAKEHXRE, mXHEZBEKIBESRIER

- IKSKRXAIETE, HERTM 1970 F1 8 1 BEMNRE

“/etc/group” BBETIINEA.

groupl:x:20:userl, user2

g0 group(5) HETIR, XAXMERE “:7 HRHENEXNT.

- HEFR

- NBREMZE (FSRELEFER)
- BFHABA D

- A 4 ARIAFBYIR

EE
“/etc/gshadow” Jg “/etc/group” M TE “/etc/shadow” #{URIINAE, {B;8HEHEIEHER,
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R
%0 Hrauth optional pam_group.so” X T # f0 2 7T /etc/pam.d/common-auth”, 3 H
£"/etc/security/group.conf” B#HITTIRE, — MHAFPREFRAR PSR, S0 pam_group(8).

B
base-passwd 3G EEET —HAPENE A X :“/usr/share/doc/base-passwd/users-and-groups.htm

4.2 EBEKSHZELEE

THR-LEERKSERNEEGS.

ne Ihae

getent passwd user_name Ao “user_name” HIKSER
getent shadow user_name N EP user_name” Fe@mlIF s =
getent group group_name N “group_name” FILEER
passwd BEWKSZERL

passwd -e FBERKEIRE — X ERE
chage BEEZEENHER

Table 4.3: BEIBKSEEMGS

HAr— LI RBEM root fEMA, HRIFIRIBAVMEZS W crypt(3),

B
EIRE T PAM F1 NSS B9 & 4 £ (5130 Debian salsa #1288 ), &ify “/etc/passwd” . “/etc/group” #
“/etc/shadow” FJEERSWALEEER, LR SEELTFIXMIME TKIBRERE.,

4.3 R

ERARREIET — NS SERA passwd(l) BOR, (REZEE— MIZE, SHiZH 6 5 8 MHER, Hha
2 TBIRIE passwd(l) @EHEMISHH— ARSI T,

. NEFE

 HF0E 9

k=

s IR

g
@ RO AEEATUEENE. KES, SHISH, BiESH, it $0. RENRNENNET. 7
I, ERENTEFS (B0 “12345" 5 “querty” ) SEEIMILNLIE,



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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nREe MITE IR me ThEE
whois V:32, [:371 364 mkpasswd E& crypt(3) EFTEEENRIm
openssl V:814, 1:994 1465 gggg‘iz t HEBFIMS % (OpenSSL). passwd(lssl)

Table 4.4: £ EBITHR
4.4 ZIINNZBRYERRD

THE—LAT £INENEZEZE fFRIITE,

4.5 PAM F1 NSS

ACHIZE Unix R4 (5180 Debian 24 ) 121t PAM ( Pluggable Authentication Modules, 3HEATVISIUEEIR ) F1 NSS

( Name Service Switch, B#IRSZ ) VEBILARIWAFZEIRR, EMMIEBEEB SRS, SNIRTHEER] CABHE A

AR,

o PAM 5N R R I T — N RIBRIAENSI, FEP KB T ZE RN,

« NSS Bt T — 1 RIEFBMIREZYIEI, SEEW CIEEMER, #6190 1s() M idQ) XHEMNEFKERFTAR
o

PAM Fl1 NSS RAMTURIFIEE — L,

PAM #1 NSS AAFREEZMREGBUT.

wHE TE KN | 15HER

Tibpam-modules | V:813,1:999 | 1048 | WEATRIGIUEIER ( EAEARS )

Tibpam- ldap 12 249 77F LDAP ORI AN RIERIR
tibpam-cracklib | )5 117 | &R cracklib STHSRUIE AR IR IEAEIR
Tibpam-systemd | V:484,1:869 | 574 FTF logind FMAFRIERAANRIERZIR (PAM)
Tibpam-doc L1 1046 | IEARBRIEFER (html XA XS )

Tibcé V:946,1:999 | 12772 | GNU C FE: EHFRME "BMRZ IR RSHEZE
glibc-doc L11 3161 | GNUC FE: &EEITIE

glibc-doc-referencg 12740 | GNUC Fe: &5 Ff#M, B info, pdf # html #%3( (non-free )
libnss-mdns 1:508 150 T EHTZEFE DNS ZF5RHT NSS fRIR

Tibnss- ldap L1l 265 NSS #&iR, AT {EMH LDAP fEA— A BiRSEH

NSS 1&1R, FFEH LDAP fFA— 1 BFiRSH

libnss-ldapd I:14 153 ( libnss-ldap #I% fork )

Table 4.5: PAM 1 NSS RAFEEN NGB

« libpam-doc A “The Linux-PAM System Administrators’ Guide” 27T f## PAM ECERINE 1Y,
+ glibc-doc-reference Y “System Databases and Name Service Switch” 27 fi# NSS L EHIEE X4,

B
{ReJLAER “aptitude search ’libpam-|libnss-’" G<$EEBESMEXRREE, NSS FEHgeEKE
“Network Security Service, ME&Z£MRE", EARRTF “Name Service Switch, ZFFARSZIR",



http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Salt_(cryptography)
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon-graph.php?packages=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon-graph.php?packages=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
http://packages.qa.debian.org/libp/libpam-systemd.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon-graph.php?packages=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html

Debian & Fift 86 /224

ED
PAM AR A B NMEFERRZFEENMIMERYBUIRELENREMTT A,

£ systemd K, libpam-systemd S4B HLRAXREEAFER, Bd R logind 7 systemd ZHIAERFIEMA
21ERELM, S0 systemd-logind(8). logind.conf(5) Fl pam_systemd(8),

4.5.1 PAM F1 NSS ija)i9E2 &S24

THERE—L PAM F NSS ifaNEEBREXHE,

fEEXF IheE
3 (1] L = Tt T =
/etc/pam.d/program_name ;gam p(;’((;ggram_name REFRE PAMCE; S0 pan(7) Al
/etc/nsswitch.conf PETRSZFBEIRE NSSEEE, £ nsswitch.conf(5)
/etc/nologin BT pam_nologin(8) iZIRFEFIFH F EFk
/etc/securetty BT pam_securetty(8) i=IRFEH] root T510] tty
/etc/security/access.conf BT pam_access(8) RHRIRE 1A D]PR Bl
/etc/security/group.conf 1813 pam_group(8) Eiklxﬁ:ﬂﬂﬂ’]l?ﬁ%ﬂ
/etc/security/pam_env.conf BT pam_ env(8) BRIRZENETE
= T EE 28 SEYN
Jete/environment Egéﬁ ‘readenv=1" 8K pam_env(8) BERIZEEIMIIR
p=4

BT EE “readenv=1 envfile=/etc/default/locale”

/etc/default/locale S pam_env(8) MG EIEZIRE(E (7 Debian ZHAT )
/etc/security/limits.conf BT pam_1inits(8) HMRIFEZIEPES] (ulimit, core FF )
/etc/security/time.conf BT pam_time(8) fFEIRIZ E BT [B]FRHI

®RE systemd UERZIESAE (B logind. conf(5) Fl

/etc/systemd/logind.conf systemd-logind. service(s))

Table 4.6: PAM Fl NSS [0 i0EC & 3 4

ZHDIEEAIPREIREiT PAM #EIR pam_unix(8) Fll pam_cracklib(8) KLY, EATTUNETZENSHHITEE.

N
PAM BIRTEX HEFERAFSR “.so”,

45.2 MRAMNEFRNRASZIE

MARRE qﬂ_ﬁ%éﬁﬁﬂ_ﬂ)\ﬁﬁﬁﬁ PR EB RGO (LDAP) FRBF[HITEHE, MNMBENEEERIFSE
Unix F13E3E Unix R4, B=HFRKIARIPIEIFIRSIELZE OpenLDAP 34,

LDAP fR5325{E R H PAM FI NSS 9 libpam-ldap #1 libnss- ldap ¥4/ Debian RAIREKSEE, FE
—LIN{ESR/BA LDAP (FRBEAITX/MRE, HEATEAMNEEAREE _FNERS, BEXMAIR THRIETIA
o o

- RBEIEIT—MER, FIANMIIRY LDAP SPHP# T2 slapd(8), REBIISEH A LDAP AR5 5.
« {RTE “/etc/pam.d/” BXRPHIPAM EBEXHE, A “pam_ldap.so” HREKIAE “pam_unix.so”,

— Debian £ “/etc/pam_ldap.conf” #EJ5 libpam-ldap BIEEEX, “/etc/pam_ldap.secret” fEJfR
% root BRBHI 4,

.« fRE “/etc/nsswitch.conf” X#HRT NSS IBE, FHA “ldap” BREHAE (“compat” 5 “file”),



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
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— Debian {#F8 “/etc/libnss-1ldap.conf” #E% libnss- ldap A& ST,
- ATEBMES, RUFLE libpam- 1dap M SLL (3% TLS ) &,
« ATHR LDAP MEEFHBUIRITTEM, (RUAILE libpam- ldap £ SLL (2% TLS ) &,
- ATIEL LDAP MERE, REIZTEAMIEGIT nscd(8) KEFEI LDAP BRER,
£ LH libpam-doc XH R HH) pam_ldap.conf(5) FRIX#HFN “/usr/share/doc/libpam-doc/html/",
M%K% glibc-doc REGFERMAY “info libc 'Name Service Switch’”,
K, RETUERRERERIRES —MEPRNRL.

« [E Windows REEER A4,

— &iT winbind #1 libpam_winbind (X8 14i8] Windows domain ARSS.
— & winbindd(8) #0 Integrating MS Windows Networks with Samba,

« EHERIZE Unix RAESEAAF A,

- @it nis BEEIAIE) NIS (ZR1AU YP) B NIS+,
— 2 The Linux NIS(YP)/NYS/NIS+ HOWTO,

45.3 “Jft4 GNU su ~zF; wheel 4B”
XEEIAM “info su” JESB Richard M. Stallman FiiHI— AR S, HI3Bi0r: Debian RLEPHFIM su SFERT

PAM, XHYTE “/etc/pam.d/su” REATHESE “pam_wheel.so” W1TiE, FHEESFRHIIE wheel BRI F su Z
root ¢HHYEE

4.5.4 TIERYZRRDELMN

L libpam-cracklib $REFEREEDS 5% B 5 A AR 2R A,
E—/NBLELH) GNOME &4, 84% % 1ibpam-gnome-keyring, */etc/pam.d/common-password” HigR&:

# here are the per-package modules (the "Primary” block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass <«
yescrypt

# here’s the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn’t one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional” block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

4.6 ZTEIANE

=
EE

XENEERTRETERBMFNEEER, EXENISR—MFHER.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
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4.6.1 MWHEREBRKNLLONZLNES

WERITHERRERSEHERAANAREHEEZEERILEREANZLER. EAANAKELM LEHZEEREE
REIME, BAXHERNEZEBRRESEN LR ABRK, A THERENDETRE, SEBEEEENEEAMNEE
HRBREZSE, EBOUE “1€%E% 2 (Transport Layer Security, TLS) ” iXsEHAS, “K2EEFE (Secure
Sockets Layer, SSL )" MYz FiBfTIXLEARS.

A EE2HRSZE i [ TENRS A i ]
www (http) 80 https 443
smtp (HBfF) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
ldap 389 ldaps 636

Table 4.7: REMAR LIRS IROTIER

INZ5;E%E CPU Bt jal, {ERN CPU BRMBNRAR, FeJURFBERANXABET, (NNEAZTLINEBIXINZZLE,
tt¥ni%: POP {EF” Authenticated Post Office Protocol” (APOP), SMTP #l IMAP {#F3”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ( {REIEBAZF P im i B BA P - (RAVABAAR 55 28 R IX MR 4HRY, SRIERITERMANER
iR 587 RABELA) SMTP Iw 25, X#F AR REER CRAM-MDS IAEE CRY, MLERMEFEPEZE 25 w0, )

4.6.2 %% Shell

L2 Shell (SSH) R ERAZ2IAMERRHEALZE2NE LA N REEEEN ZENEZ L MEZET, EH OpenSSH EF
i, ssh(1), #1 OpenSSH [G &5F#F#TE (daemon ) , sshd(8) £ARY.SSH {ER R 4 & 45, BILALS POP 1 X ZEHIAR
ZEMMIGBTRERE, FEETUEGERMN EZ2EH,

EPma]AERNTARRKIAEE S : EFEVINAME. QAHINE. REENZINE, ZBIAE. ERAQAIANE, =JB
SEMZEREEER, 0% 63 1.

4.6.3 HEBEMEIMNIRZREHT

BN{E{RiZ1T Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) iXHHEZ LRSS, HEBHEM E, NABIEE
ARERNB/NZBBEHEA, FHEBAERIE (BME 56 7)), HITEANEEIAE—kE, FJURAZLEE,

0nREe MITE RV | 1%HEH

F - AT\_, . ] Tio
knockd V0,13 10 ﬁ;ﬂr?cio(rlt)knock JE&5TIP#FE (daemon ) knockd(1) & Fifm
failzban V:116, :129 | 2092 BEHEMR S MALEEIRD IP
Tibpam-shield V:0, 1:0 115 EERENEENEEREEXEIINE

Table 4.8: #IEFIIN L2 HNNITEIR

4.6.4 root BZLL
FPBRLE AMTVEA root AXFRIAE)RAVNES, (REZM T EAVIRIE,

« PRIEXSREEZ AR IE]



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
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« $if¥ UEFI/ BIOS RFELE MR TIN R BTN

+ 71 GRUB XEXSIFIREZEN

 $i{f GRUB &8, |IiRiE

WNReTUIR ISR, MBJLAER TEMNTE, ENEENEER,

1. BrER=3—/ o] AR E UEFI/BIOS M CD ETAKIE N,

2. ERESNRBMNEY (Debian BEN4E, Knoppix CD, GRUB CD, -+ ),
3. B REHRS X,

4. wER DX /etc/passwd” X, £ root IFFBMEZERRZE,

¥#F grub-rescue-pc , BMERZRNTIENHIEM, WMRERIE GRUB REFE (BU%E 3.1.2 ) BIXR, #F
Y, ERATENSREMEER,

1. FRRAZSRENRSRIEN—LERE, bk, "root=/dev/hdaé rw init=/bin/sh”.
2. Ym4E”/etc/passwd” X, (£ root IKFPZFBMEZRAZ,
3. ERR4,

ZLRHY root shell ILFER] AT ZERS 15[8] T

JES =

—BXEARE root shell i5[E)1XFR, hEEBIEMERIRNE, HEIUEIRAL LMEFZE, 5, METLAEER john
M crack FMABVNRNBBTEARICRABEAFNERG (0% 9511 1), WKEIEZD, ATUARMEER
FHEITLERR,

PRI LXK, NEMIEL EMNREBAAREZER do-caypt F inirtamfs (B0 9.9 ) MZ root 73X
(B /etec” BX), EHEFNE, REEREEZBEREBNAA,

4.7 HERIAIET

EZEETMENXXARRZS, RELBEEEHVIEES,

=z
R

2% 9.4.15 TRIRHIRNZNZLESEH (SAK) INEE,

4.7.1 sudo

sudo(8) IRFER A TE—NRAEIEG BT LALA A ZRAY root AXPRFIER root SEENTIRITHY, sudo REZE—/MNEEMRA
PHIZERE R 3 sudo RIEFBFHBITIRE“/etc/sudoers" RHBETRERE. S M /usr/share/doc/sudo/examples/s
M 1.1.12 THREE R,

BfF sudo BFERAFRA (2% 1112 T) BATHIEBCTEMENERTH, MBANANS, HIAAER
sudo RLLER root IKSERIER ARSI, BIE, TGS “some_file” MIBBENRZHR “my_name”,

$ sudo chown my_name some_file

YR RIRENIE root G ( LEUNE TR E Debian B FFT#8AY ), EFRAFWSEEIUER “su -c” iIHEFMHSU

root 1517,



https://zh.wikipedia.org/wiki/Dm-crypt
https://en.wikipedia.org/wiki/Secure_attention_key
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4.7.2 PolicyKit

PolicyKit £ Unix BEFRAFEHBENRANRI—MEIERFAH,

REHY GUI B R E R FIRTTEHEE EE T AMF AR NHIERIZE!T. EMET PolicyKit RINFHAIZEE, MMM
ITEIRIRME,

£ Debian 24 H, PolicyKit PRI T BT+ sudo AR P IKSAVIXFRLE,
201 polkit(8),

4.7.3 [RHIARIRLRSIHIIRS

WNRGEEMS, ReIENEZEARSER, 2—NMNEE, WERSEERN, BRERNRS, F1E2EEHE
B5TIP##IE (daemon ) EGE, BB super-server 12FEGE, BHWIAANRTEMXPE,

FZEF, tEalid sshd(8), EEFET PAM BYiAn)iRSl, thiREiFS A URES 510 — LR S IRIVIERF,

- BB ”/etc/default/program_name”

« [FASTIP#HIE (daemon ) Y Systemd FRZ B TR E

* PAM (Pluggable Authentication Modules)

« super-server {£F”/etc/inetd.conf”

« TCP wrapper {£/”/etc/hosts.deny” f1”/etc/hosts.allow”, tcpd(8)
« Sun RPC” f§F /etc/rpc.conf”

+ atd(8) {FMA”/etc/at.allow” #1”/etc/at.deny”

- crontab(l) {MA”/etc/cron.allow” #1”/etc/cron.deny”

» Network firewall Bnetfilter HEZ2

e

Ay

W

3.5 . 2 451 TME 5.6 T,

N
NFS FIHEET RPC MiEfF, FEAE Sun RPC RS,

"R
WMRIFZFZV50) R FHY Debian R4 E0)f, EF7E"/etc/hosts.deny” ERETFFE"ALL: PARANOID” iX i1 K
MECE, BIETEREE, (ERMGUIEEIMITARMTRNZENE, )

4.7.4 Linux 2454

Linux AZ B2 4% BISXIFEESN UNIX L BEESEMEZ L,
Linux 235 ¥ REM, ¥R TE%MN UNIX B (B xattr(7)).

Linux {E{Z B A P HEXEEN D AR AREETT, #MH capabilities(7), EREBMIIFEAMEM. M2.2
FRAAIZFFEE, Capabilities B —PMEFRMIIFIE M,

Linux Security Module (LSM) ZERIRIELR Rt T — M SHENTERENG], FEFAIART BXEK, Fl0:

* AppArmor



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
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* Security-Enhanced Linux (SELinux)

» Smack (Simplified Mandatory Access Control Kernel)

» Tomoyo Linux

XL R R GRRIAN IR EL L EERYZE Unix T2EERIRE 48, EZE root NI BIEERE, EIXIRFDi% kernel.org
LAY Linux Z2A&RIR (LSM ) SR,

Linux A namespaces $13% T — 1M 2BR AR RE — MRS, 2BRA KRR namespace ANFHIZFT, FH
namespace BEIBECHN2BREREXG., WEEHELBRRNA NN ER, [E—4 namespace FIAY 5 7]
W, BRXWIER—1 namespace EEHFHIZEARR] I, MAZ 5.6 lRAEF, B 8 M namespaces (I namespaces(7),
unshare(1), nsenter(1)),

7E Debian 11 Bullseye (2021) A, Debian {#F unified cgroup hierarchy ( £8— cgroup EZe#) ) (JFFF A cgroups-v2),
namespaces [8] cgroups —EERRBEEARETE, RFFFEEFNERRGIZ:

« Systemd, &5 3.2 T,

< VEINE, B0E 76 T,

« Linux &88, bt Docker, LXC, SEE 9.11 5,

XLETNREREEMWSET R 4.1 TEM, XESRIERAIBIBH T AN BHEIEE,



https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
http://lxc.sourceforge.net/
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC
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Chapter 5

PHEL AR

N
X F Debian EEFIMEFM, i§EFDebian EIEZFM—MWBEE,

R
systemdiIfE T, wJLARnetworkdREEMLE, BEEE systemd-networkd(8),

5.1 EARMLEIEN

IEFRATREIE— FHLAX Debian 11E R G RRIEARMLELEM,

5.1.1 FHNREEN
EHBEIT, BFTthEH NSS (BFRSE5H Name Service Switch) FLEISRSH, XAMBREAZM T,

1. ”/etc/nsswitch.conf” X ER)”hosts: files dns” XEFMEENBERIFINFE.(XE”/etc/host .conf”
NHEER order” XERRBIITNEE, )

2. files ARNEERIARNRENBRE/etc/hosts” XFBEEAI, MiREIFFEBRHEFHIRH.(”/etc/host . conf
XHEE”multi on”.)

3. dns XA, MR BB ILER"/etc/resolv.conf” XEEEER BEMITEE % 4 Domain Name
System (DNS) kX%, MiREIFFEBMUFEH.

5190, ”/etc/hosts” BERUMT,
127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
il localhost ip6-localhost ip6-loopback

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

B—17H 1P ik o8, BTFREMXBKNENR.

AN FEIE 17 127.0.1. 1 IP it HIFASREEREE Unix R4 %, Debian Installer J3;8 B KA 1P ik BY 2
SZRIEBXANER, FAELHRE (W GNOME ) H—ATi@EHi%, WX bug #719621.
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Debian & Fift 93/224

RES ITE P INRIES 1EER
network-manager | v.seo 1426 | 15210 | BRE:: NM | NetworkManager ( SF IR ): EIENEIEME
network-manager9que 1.3c; | 5351 | BRE:: NM | NetworkManager ( GNOME Bl )
ifupdown Vi612, 1:989 | 217 Ffiiow FASR B H/ 2 AMERIATET A ( Debian 4575 )
isc-dhcp-client | .))) 1980 | 686 Eﬁ” B | puce zpim
=
. E:: \ s
pppoeconf V:0, I:8 192 i FCEBNF, UAET{ER PPPoE &1
wpasupp licant V:335,1:491 | 3439 | BE WPA F1 WPA2 B Fifis< 35 ( IEEE 802.11i)
wpagui V0, 1:2 780 EHS wpa_supplicant Qt B2 SR E &= F i
wireless-tools | V:180,1:239 | 297 ElS B Linux TE&T RN ITE
iw V:320, 1:467 | 293 Bl BOE Linux LEZRENTHE
. : H ?Q gﬁz [k
iproute2 V695, 1:937 | 2867 | PR iproute2, IPv6 AIRMBSRMERCE : 1p(8).tc(®)
iproute T
iptables V:314,1:990 | 2521 Efﬁl:t;r HENTIRFIMLZ U EREIE T A ( Netfilter )
. . . e MR gED ERTIEEN, BT EN
- . . ~|'|| IN ’
iputils-ping V:224,1:997 | 113 Mz Ciproute2 )
iputils-arping | V:7,1:98 55 pIRES MR e ERZTiZ £, @ ARPHIIE
tputils-tracepathy , yoo |70 | i BRERIS TR EN IR
ethtool V:103, 1:266 | 597 M EREE AR ZEIIRE
RIREHE P ;
mtr-tiny V:6, I:55 161 Qi‘ e BRRERITEENMEREZE (XARE )
=
BT Tz =
ntr Vi, 146 214 = %E)Tﬁ?amfsimmﬂn 2 (XAF@EHA GTK &
gnome-nettool V-1, 1:38 2105 | EE FREENNEEFENITE (GNOME)
nmap V27,1246 | 4509 | FE IZEPRET /U 13398 (Nmap, 12mla )
zenmap V1,18 2939 | BFE PZEBREY/im 335 (GTK)
tcpdump V:19,1:208 | 1329 | BE MEERE DT (Tecpdump, EHIA )
wireshark I:54 65 B E M RE DT (Wireshark,GTK )
tshark V:3,1:33 408 & E WERENTT FEHE )
tcptrace V:0,1:3 401 EE RE tcpdump BV ERBVERBIER T
snort V0, I:1 2206 | @E RIEHIMENEBUNZE S ( Snort )
ntopng V1, 12 969 EE EMTTN R PR RN RE
. . _ BINDIRXHFEIRERNEE Finiz
dnsutils V59, 1:490 | 261 EL ns lookup(8).nsupdate(8).dig(8)
dlint V.0, I:6 53 EE MAEERZFZEEREBDNSIEHER
dnstracer V0, I:1 61 Gl IRERDNSERE ZiFk

Table 5.1: M4ERRE T H—%



http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
http://packages.qa.debian.org/n/network-manager.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
http://packages.qa.debian.org/n/network-manager-gnome.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://packages.qa.debian.org/i/ifupdown.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
http://packages.qa.debian.org/p/pppoeconf.html
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://packages.qa.debian.org/w/wpasupplicant.html
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
http://packages.qa.debian.org/w/wpagui.html
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/iw
http://qa.debian.org/popcon-graph.php?packages=iw
http://packages.qa.debian.org/i/iw.html
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://packages.qa.debian.org/i/iproute2.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
http://packages.qa.debian.org/e/ethtool.html
http://packages.debian.org/sid/mtr-tiny